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Abstract

Internet of Vehicles (IoV) for provisioning Intelligent Transportation Systems (ITS) in Vehicular Ad Hoc
Networks (VANETS) emphasized secure communication ensuring privacy-constraint of vehicle users among
vehicles name as Vehicle-to-Vehicle (V2V) and among the infrastructure name as Vehicle-to-Infrastructure
(V2I) communication. However, with the increase of vehicle density, congested urban roads, high-speed
highway and open wireless nature, it is vulnerable to a wider range of network attacks. Existing security
mechanisms in providing lightweight security mechanisms employed trust based authentication. However,
these methods induce high network overhead and high latency for trust validation. This work addresses the
research limitations by presenting a privacy preserving-aware authentication (PPA) algorithm with novel trust
metrics, which guarantees lower latency and overhead, thus ensuring better security and improving the overall
network performance requirement of ITS. The experiment is performed in complicated propagation
environments, showing that PPA outperforms the baselines in terms of network performance satisfying the
requirement of ITS.
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1. Introduction

With the rapid development of connected vehicles, autonomous driving technologies, and smart mobility
services, Intelligent Intelligent Transportation Systems (ITS) have become an important research field [1]. In
such an environment, Vehicular Ad Hoc Networks (VANETS) and Internet of Vehicles (IoV) enable the
constant exchange of information among vehicles, roadside infrastructure, edge nodes and cloud platforms
through Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communication [2]. These
communication mechanisms have important roles in various critical functions in ITS such as traffic
optimization, accident prevention, emergency response, route planning, and real-time transportation
monitoring [3]. However, although vehicular communication has some benefits, it is exposed to risks because
of the open and dynamic nature of the wireless environment through which vehicles operate. Vehicles regularly
exchange safety messages when working in a highly mobile environment and traffic with varying densities. In
the process, there is risk of security threats like replay attacks, Sybil attacks, impersonation, packet
manipulation, packet dropping, and false message spreading. Such challenges make it important for vehicular
communication to be authentic and have trust adaptability [3], [4].

Current authentication methods depend mostly on centralized architecture-based systems, PKI-based systems
[5], [6], certificateless cryptography systems [7], [8], and static trust management[9], [10]. Although such
methods help enhance security in communication, they often result in issues like authentication delay,
communication overhead, scalability problems, and reliance on centralized systems [11]. Other solutions that
have been suggested lately include block chain-based authentication and trust evaluation, machine learning
based trust management, lightweight cryptography models, and adaptive security mechanisms. However, the
existing methods are faced with various issues like dynamic trust adaptability, malice behavior prediction, and
communication consistency [12].

To tackle these challenges, this work presents a Privacy-Preserving Authentication (PPA), a dynamic trust-
aware authentication framework for secure V2V and V2I communication. The proposed approach combines
adaptive trust learning, reputation validation, communication consistency analysis, historical trust assessment,
future trust prediction, and malicious vehicle isolation to enhance authentication reliability. PPA can detect
malicious vehicles rapidly and the quality of communication is stable at the same time. The trust value is
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updated continuously according to the communication behavior and packet forwarding performance. The main
contributions are adaptive reputation management, integrated direct and indirect trust evaluation,
communication reliability assessment, malicious behavior detection and secure authentication validation. The
experimental evaluation on the CICIoV2024 dataset shows better throughput, higher packet success rate, lower
packet failure and better attack detection capability in different vehicle densities and communication scenarios.
The remainder of this manuscript is organized as follows. Section 2 describes architecture of PPA and working
of PPA. Section 3 discusses the experimental setup, dataset description, and performance evaluation. Finally,
Section 4 concludes the work and outlines future research directions.

2. Methodology

This section proposes a new security model called privacy-preserving-aware authentication (PPA) scheme,
which is illustrated in Figure 1. The PPA scheme uses different trust factors to provide security in provisioning
ITS in the IoV network. The full operation of the PPA scheme is explained step by step in Algorithm 1. The
main objective of the PPA algorithm is to provide secured V2V/V2I communication as the vehicle/RSU and
edge server constantly receives vital safety data from highly mobile vehicles. As such, any communication
requests pass through various trust checks before authentication can be performed.
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Figure 1. Overall Architecture of privacy preserving-aware authentication model.

Algorithm 1. PPA secure authentication and trust management

Input Vehicle node x, vehicle node/RSU y, neighbor vehicle set H (%, y), communication interval u,
interaction duration o

Qutput Secure authentication decision, trust score update, malicious detection

Step 1 Start
Step 2 Initialize X, y and trust database. Set interaction duration o and communication interval u
Step 3 Load previous trust values
Step 4 Initialize packet counters, i.e., P;(%,y) = 0 and total packets P,(x,y) = 0
Step 5 Monitor communication behavior between X and y
Step 6 Evaluate interaction trust score using Secec =

0, if connection is completly untrustable

1, if connection is completely trustable

€ (0,1), otherwise
Step 7 Compute updated reputation-validation score using Secg(X,y) =Y * SeCrec (X, ¥) + (1 —y) *
Secg—1 (%,y)
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Step 8 Store updated reputation score

Step 9 While communication-active = = True do
For each packet transmission do
Increment total transmitted packet counter as P.(x,y) = P(x,y) + 1
If packet successfully received
| Increment successful packet counter as Py(x,y) = Py(x,y) + 1

Else
| Mark packet transmission failure

End If
End For
Compute communication consistency score using Pa(x,y) = %

Tt
Measure communication bandwidth B(x,y)
Measure transmission delay D(x,y)
u

Compute communication reliability using Qg (x,y) = %ﬁ(x'y)

For each neighboring vehicle p do

Compute trust deviation (Sec}j(x, p) — Secd(u, p))2
Store deviation values

End for
u _ u 2
Compute reputation variation score using Vi(x,y) = j ZPEH(SEC‘T;('(I;)Y)TECO(y'p))
If Vo (x,y) < H then
_nu
RY_; (xy) + 0t e vi(x,y) < 3¢

Reward relationship trust using R%(x,y) = R )
Re_1(x,y) — %y otherwise

Else

71‘"%;("'” L ifVi(xy) < H

1-Rg_1 (xy)
Y

. . . . Rg—l (X! Y) +
Penalize relationship trust using Ry (x,y) =
RS_,(x,y) — , otherwise

End if
If Vi(x,y) > 0 then

_ log(Secd(xy)) .rmu
Compute authentication score using Fa(x,y) = !1 loge ' ifRo(xy) >

0, else

Authenticate vehicle
Else
| Reject communication request
End If
Compute direct reputation using Ly (x,y) = Secg (x,y)
If |Z — {x}| > 0 then

Ypez—(x) Fo (xp)+Lo (xy)

Jf|Z —{x}| >0
Compute indirect reputation using Gi(x,y) = ! Epez—(x} Fox.p) | 83
0,if|Z—{x}| =0

Else

| Set indirect reputation
End If

. . . _ TU(x,y)
Compute adaptive reputation using & = TGt T g
Compute neighboring interaction average using Tu(x, y) = Lpez- f; U_(;;)*T ®y)
Compute present reputation using Cg(x,y) = 6 * Li(x,y) + (1 — 8) * G4 (X, ¥)
Compute historical reputation using
«*HY_(x,y) + CY_,(x,
]I-]Ig(x,y)ch 0-1( YZ) 0-1(xy)

Compute future trust prediction using Fi(x,y) =
{ 0, if neither LL or C is available

aCl(x,y) + (1 — )La(x,y),if either IL or C is available
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a+0.1, ifCi(x,y) —Lix,y) > w
Update adaptive parameter a usinga =< o — 0.1, if Ci(x,y) —Li(x,y) < —w
a, if —w < Ci(x,y) —Lixy)<w

If Ci(x,y) — Li(x,y) > Q then

| a=a+0.1
Else if C3(x,y) — La(x,y) < Q then
| a=a-—0.1
Else
la=«a
End If
Compute malicious behavior score using Dy(x,y) =

DY (xy) + 0D il (x,y) — Li(xy) > T

D51 (x,y) + Lo(xy) — C(x,y), ifCo(x,y) — Lo(x,y) > —T
u_,(x,y), otherwise
If Dy (%,y) > maliciousy,resholqa then
Mark vehicle as malicious
Block communication access
Else
Continue secure communication
End if
Compute final security score using Fy'(x,y) = Fa(x,y) * Da(x,y)
If Fu(X,y) < securityiresholq then
Reject authentication request
Isolate malicious vehicle
Else
| Approve secure V2V/V2I communication
End If
End while
Step 10 End communication process

he proposed PPA secure authentication and trust management algorithm aims to provide adaptive and
dependable security for V2V and V21 communication through continuous trust assessment and malicious
vehicle identification. First, the vehicle node x, vehicle/RSU node y, communication intervals, trust records
and packet monitoring variables are initialized to set up a secure communication environment. The algorithm
continuously monitors the interaction behavior between communicating entities and computes trust values to
keep updated reputation information once the communication is initiated. Packet transmission activities are
then observed to determine communication consistency and reliability based on successful packet delivery,
bandwidth conditions and transmission delay. This process ensures the stable communication performance and
also helps to achieve the higher throughput and better packet delivery success. Moreover, the framework
analyzes the trust deviation and reputation variation among neighboring vehicles to enhance authentication
accuracy. The evaluations result in dynamic rewarding or punishing of trust relationships before authentication
decisions are made. This mechanism also integrates direct interactions and indirect recommendations to
produce adaptive, present, historical and predictive trust assessments. Finally, abnormal behavior patterns are
analyzed for detection of malicious vehicles and decision of whether to continue or block communication. PPA
proposes dynamic trust adaptation and security validation to realize scalable, secure, and reliable vehicular
authentication, and improve communication reliability and attack resilience in intelligent transportation
systems.

3. Results And Discussion

Evaluation of the PPA (Privacy Preserving Authentication) scheme was conducted under realistic vehicular
communication scenarios in order to analyze its capacity for providing secure and reliable authentication
services between both V2V and V2I communications. In order to provide an impartial comparison of both
schemes, simulation parameters were set in a similar manner to that of the LDSAV [8] study, and carried out
using the SIMITS simulator which was designed in C# [13], [14]. The experiments utilized the CICIoV2024
dataset [15], [16] which comprises of legal vehicular interaction scenarios, malicious communication, different
types of traffic, and various types of attacks. The throughput comparison between PPA and LDSAYV in the
complex environment under different densities of vehicles is depicted in Fig. 2. It can be seen from the figure
that PPA always performs better than LDSAV under different situations. Though throughput decreases when
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the number of vehicles increases due to the contention in communication and channel usage, PPA shows
stability and efficient packet transmission.
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Figure 2. Throughput comparison of PPA and LDSAYV in complex mobility and radio propagation
environment.

The packet success rate of both algorithms in the complex environment is shown in Fig. 3. PDA shows better
packet delivery rate compared to LDSAV. This implies that PPA shows high reliability of communication and
supports efficient authentication [17], [18]. Packet failure rate is shown in Fig. 4. It can be seen from the figure
that the failure rate of packets increases for both algorithms in the complex environment when the number of
vehicles increases [19],[20], [21]. However, PPA shows considerably lower failure rates than LDSAV, which
implies the robustness and efficiency of PPA.
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Figure 3. Packet success rate comparison of PPA and LDSAYV in complex mobility and radio
propagation environment.
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Packet Failure Rate in Complex Environment
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Figure 4. Packet failure rate comparison of PPA and LDSAYV in complex mobility and radio
propagation environment.

The experimental results reveal that PPA outperforms LDSAYV in terms of communication reliability and
authentication efficiency in the complex vehicular environment. Better scalability and stronger resilience of
the communication are demonstrated by increased throughput and packet success rates and decreased packet
failure rates [22],[23],[24]. The variation of the performance control with the increasing vehicle densities
indicates that PPA is able to adapt to the dynamic network conditions while ensuring stable and secure
vehicular communication [25], [26], [27].

4. Conclusion

The work introduced PPA, a privacy-preserving authentication and trust management framework, to improve
the security and reliability of V2V and V21 communication in intelligent transportation systems. The proposed
approach integrates continuous trust evaluation, communication reliability assessment, adaptive reputation
modeling and malicious behavior detection to promote dynamic authentication decisions in highly mobile IoV
environments. With this combination of direct interactions, historical trust information and predictive trust
adaptation, PPA enhances the stability of communication and reduces the influence of malicious nodes.
Experimental results demonstrated that the proposed framework outperforms the baseline approach in terms of
higher throughput, higher packet delivery success, lower packet failure and attack resistance under different
vehicle densities. Despite promising performance of the proposed framework, future work will focus on
extending PPA for large-scale real-time vehicular deployments and heterogeneous network environments.
Lightweight blockchain integration, federated learning based trust optimization, energy-aware authentication
strategies, and validation under emerging 6G-enabled ITS scenarios are expected to improve scalability,
privacy preservation and communication efficiency further.
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