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Abstract

The rapid evolution of Vehicular Edge Computing (VEC) has enabled intelligent vehicular applications by
providing low latency computation and communication services closer to vehicles. However, the highly
dynamic network topology, heterogeneous edge resources, security vulnerabilities, and increasing workflow
complexity pose great challenges for reliable and efficient workflow execution. To address these issues, this
paper proposes a Trust-Aware Multi-Objective Optimization Framework (TAMOOF) for secure and optimized
workflow execution in VEC environments. The proposed framework combines distributed trust evaluation and
multi-objective optimization to simultaneously optimize the workflow execution latency, the computational
resource usage, the energy consumption, the communication overhead and the security reliability. The
optimization mechanism dynamically selects appropriate edge resources and workflow execution paths based on
the varying vehicular conditions, and integrates trust values into the decision process. We perform an extensive
Monte Carlo simulation study against three baseline scheduling strategies: a trust-blind multi-objective
optimizer (MOO-NT), a greedy least-latency scheduler, and a round-robin scheduler, under different vehicle
densities, workload intensities, network conditions, and adversarial (malicious-node) ratios. Performance is
measured by workflow completion time, end-to-end latency, throughput, utilization of resources, energy
consumption, task success rate, communication overhead, trust reliability and malicious-node selection rate.The
simulation results show that TAMOOF reduces malicious-edge-node selection to effectively zero under
moderate adversarial pressure (0% at 10—25% malicious-node ratio vs. 4-22% for trust-blind baselines) while
remaining competitive though not always optimal on raw latency and throughput, reflecting the expected
security/performance trade-off of enforcing a trust constraint. TAMOOF achieves the most stable task success
rate under network congestion and rising adversarial ratios among the compared methods. The proposed
framework offers an adaptive foundation for secure, scalable, multi-objective workflow optimization in next-
generation vehicular edge computing environments.

Keywords: Vehicular Edge Computing; Trust Management; Multi-Objective Optimization, Workflow
Scheduling; Edge Resource Allocation; Security; Internet of Vehicles.
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1. Introduction
1.1 Background

Vehicular Edge Computing (VEC) [1] extends the principles of Mobile Edge Computing (MEC) to vehicular
networks [2], bringing computation, storage, and networking resources [3] to Road-Side Units (RSUs), on-board
units (OBUs), and micro data centers positioned along transportation corridors. This paradigm underlies latency-
critical Internet-of-Vehicles [4] (IoV) applications, including cooperative perception, real-time path planning
[5], augmented-reality navigation, platooning coordination, and traffic-flow analytics [6]. Because such
applications are frequently decomposed into multi-stage workflows pipelines of interdependent computation and
communication tasks [7] the underlying scheduling and resource-allocation layer directly determines whether an
application meets its latency, reliability, and safety requirements.

1.2 Motivation

Three structural properties of VEC complicate workflow scheduling beyond what is addressed by classical MEC
or cloud scheduling literature:

1.  High mobility and topology churn. Vehicles enter and leave the coverage area of a given RSU/edge
node on the order of seconds, so link quality, available bandwidth, and even resource reachability change
continuously.

2. Resource heterogeneity. Edge nodes differ substantially in compute capacity, energy profile, and
communication bandwidth, and heterogeneous vehicle on-board resources compound this heterogeneity.

Most existing VEC [8] workflow-scheduling proposals optimize a subset of latency [9], energy, and resource-
utilization [10] objectives while treating trust and security either as an afterthought or as a static access-control
filter rather than as a first-class, continuously updated optimization dimension [11]. This gap motivates a
framework that treats trust as a jointly optimized objective alongside performance and efficiency metrics, rather
than a binary gate applied before optimization.

1.3 Contributions
This paper makes the following contributions:

1.  We propose TAMOOF, a Trust-Aware Multi-Objective Optimization Framework that formulates VEC
workflow scheduling as a constrained multi-objective problem over latency, energy, resource utilization,
communication overhead, and a composite trust score.

2. We define a multi-source composite trust model combining direct interaction history, indirect (gossip-
based) recommendation, and historical reliability, with exponential temporal decay to react to changing
node behavior.

3. We formulate a weighted-sum scalarized fitness function with a hard trust-threshold constraint, and
contrast it against a trust-blind variant (MOO-NT) to isolate the marginal effect of trust-awareness an
ablation design uncommon in prior VEC scheduling studies.

4.  We build and execute a Monte Carlo simulation testbed (not a purely analytical or hand-authored
numerical example) across four experimental dimensions vehicle density, workload intensity, network
condition, and adversarial (malicious-node) ratio comparing TAMOOF against three baselines.

5. We report completion time, latency, throughput, utilization, energy, success rate, communication
overhead, trust reliability, and malicious-node selection rate, and discuss the resulting
security/performance trade-off honestly, including scenarios where TAMOOF does not dominate every
metric.

2. Related Work
2.1 Workflow and Task Scheduling in Vehicular Edge Computing

Recent studies have investigated latency- and energy-aware task offloading in VEC [12] using heuristic,
metaheuristic, and learning-based approaches [13]. Deep reinforcement learning (DRL) formulations model [14]
the offloading decision as a Markov Decision Process, learning a policy that adapts to time-varying vehicle
mobility and channel conditions [15].
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2.2 Trust and Security Models for Edge/Vehicular Networks

Trust management in vehicular networks [16] [17]has been studied primarily for misbehavior detection, Sybil-
attack resistance, and secure message dissemination.

2.3 Multi-Objective Optimization for Edge Resource Allocation

Recent VEC-specific studies [18][19] extend these formulations with mobility-awareness and dynamic re-
optimization triggers. Comparatively few studies incorporate a security [20] or trust dimension as a formal
optimization objective (rather than a constraint applied outside the optimizer), and fewer still report an ablation
isolating the marginal cost/benefit of doing s a gap this paper directly addresses.

2.4 Summary of Gaps Addressed by TAMOOF

Table 0 (below, described narratively) summarizes the positioning of TAMOOF relative to the reviewed
literature: (i) most latency/energy-optimal schedulers ignore trust dynamics (ii) most trust models are evaluated
in isolation from scheduling performance and (iii) most multi-objective schedulers that do include a security-
like term do not report a controlled ablation against a trust-blind counterpart under identical workload and
adversarial conditions. TAMOOF is designed to close this three-way gap with a joint formulation, an ablation
baseline (MOO-NT), and an explicit adversarial-ratio experiment (Section 5.4).

3. System Model and Mathematical Methodology
3.1 Network and Entity Model

The VEC environment consists of a set of vehicles V = {v;,v,,...,1,}, a set of heterogeneous edge nodes
(RSUs / micro-DCs) N = {nq,n,, ..., N}, and a set of workflows W = {wy, ..., w; }, where each workflow wy, is
composed of a sequence of tasks wy, = {Ty 1, Tg2, o) Ti L}

Vehicle state:

S0, (®) = (3, (®), 7, (), 6,(0)) )
where x,, (t), ¥y, (t) are the 2-D position and 6, (t) the velocity of vehicle v; at time ¢.

Edge node capacity vector:

Ra; = (f”j' Bnj, K”j)

2

where fnj is CPU frequency (GHz), Bn]. is available bandwidth (Mbps), and Kn; is the energy coefficient of node
n;.
Task requirement vector:

Ti = (Chir dieir Oii) 3)

where ¢y, ; is required CPU cycles (Giga-cycles), d; ; is input/output data size (Mb), and &y ; is the task deadline
().

3.2 Latency Model

Computation latency:

comp __ Ck,i
Tk‘i_j =——" @)
fn]-(l_unj(t))

where 11, (t) € [0,1] is the instantaneous utilization of node n;.

Channel data rate (Shannon-inspired):



Rij(t) = B, -log, (1 + SINR; (1))

)

Equation (6) — Effective transmission rate (bounded channel-quality form used in simulation):

Rij®) =By, q;;(®),  q;;(t) € (0,1]
Transmission latency:

th .= dk'i
kLI Ry j(0)

Queuing delay (M/M/1-inspired proxy):

0.02 .
Tq — Pn]

n; = T——— Pr; = min <0.98, un].(t) -n(t))

where 7(t) is a network congestion factor and € a small stabilizing constant.
Total per-task latency:

Teij=Teos +Tes; + T,?j

Workflow completion time:

T;r/f = Yic1 Ty

where j (i) denotes the edge node assigned to task 7 ;.

End-to-end latency (mean over all tasks in an evaluation window):

B 1
Teze — mZ(k'i)e.(z Tk,irf(i)

System throughput:

2k Wil
O ==——77~=
ZkT;/f

3.3 Energy Model

Dynamic power consumption (CMOS switching model):
Poj = Kon f)

Task-level energy consumption:

Eiij = Kn; Chi friy

Total workflow energy:

EYN =¥k B

Aggregate system energy consumption:

ESYS =3, B

3.4 Resource Utilization Model

Node utilization update after task assignment:

unj(t + 1) = min (0.98. unj(t) + Aalloc)

(6)

®)

(In

(16)

(17)
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(7

©)

(10)

(12)

(13)

(14)

(15)
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Background load decay (service completion):

ty (¢ + 1) = max (0, wy,(£) = Agecay ) (18)

Mean system resource utilization:

= 1

0=25m u, (£) (19)

Load-balance index (Jain’s fairness index over node loads):

m o)
J@) = Szm—) (20)
3.5 Communication Overhead Model
Base communication cost:
chase — ki Q1)

kL) ™ Ry j(®)
Security-signalling overhead ratio:
S =0-C%¢, o0€(01) (22)

where o represents the additional communication fraction consumed by trust-attestation and authentication
handshakes.

Total communication overhead:

Crij = Cif + Ciij (23)
3.6 Trust Model

Direct trust update (exponential smoothing):

Doy (8) = (1= 2) Dy (¢ = 1) + A (6) (24)

where hnj(t) € {0,1} is the outcome (success/failure) of the most recent task served by node n;, and 4 is the

smoothing rate.

Historical trust (windowed average):

1
Hnj (t) = WZ;:t—W+1 hnj (p) (25)
Indirect (gossip) trust from peer recommendations:

Iy ® = 7 Zoer, (DO +65), & ~ N (0,07) (26)
where P; is a randomly sampled peer subset providing recommendations about node 7;.

Composite trust score:

Tn; (1) = aDp (8) + Bl (8) +yHn (8),  a+B+y=1 27)
Temporal trust decay toward neutrality:

T () =Ty () +(1—9)- 05  $e@© (28)

Trust admission constraint:
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7A"n]-(t) 2Tmin = M € Zerigipie(t) 29

Nodes failing Eq. (29) are excluded from the TAMOOF candidate set for the current task (Section 3.8).
Malicious-behavior indicator (ground-truth, simulation only):

m, €{01}, P (mn]. = 1) =u (30)
where p is the adversarial (malicious-node) ratio parameter varied in Section 5.4.

3.7 Multi-Objective Problem Formulation

Objective 1 (minimize latency):

fi = Trij (31)
Objective 2 (minimize energy):

f2 = Ekij (32)

Objective 3 (minimize communication overhead):

f3 = Cr,ij
(33)
fa = Tnj ®) (34)

Objective 5 (minimize/balance utilization):
Min-max normalization operator:

norm (X; Xmin, Xmax) = Cclip (M 0, 1) (36)

Xmax—Xmin’
Pareto dominance relation:
i<y e (v, < £0))A(30:£,@ < £,0)) (37)
General constrained multi-objective formulation:

min [f}, fo, f3, —fa fs]T st Eq. (29) (38)

J€Zeligible(t)

3.8 TAMOOF Scalarized Fitness Function

TAMOOF weighted-sum fitness (maximize):

Framoor(J) = W1(1 - f_l) + W2(1 - fz) + W3(1 - f3) +w, fat W5(1 - f_s) (39

where f, = norm(f,) via Eq. (36), and ¥5_, w, = 1.

Weight configuration used in experiments:

(wy, wy, wg, wy, ws) = (0.28, 0.20, 0.12, 0.25, 0.15) (40)
TAMOOF edge-selection decision rule:

j*=arg max Framoor () (41)
J€Zeligibie(t)



Fallback rule when Z;; 45 (t) = @:

= argr}leebenj(t)

3.9 Ablation Baseline: Trust-Blind Multi-Objective (MOO-NT)

MOO-NT fitness (trust term removed, weight mass redistributed):

Fuoont(J) = W1'(1 - f1) + Wz'(l - fz) + Ws'(l - f3) + Ws’(l - fs)

Redistributed weights:

(wy',wy,ws',we") = (0.35, 0.25, 0.15, 0.25)
3.10 Baseline Comparators

Greedy least-latency rule:

JGrEEDY = argrjréilngklilj

Round-robin assignment:

Jjir(@® = (= 1) mod m) + 1

3.11 Task Success Criterion
Deadline-tolerant success indicator:

succi; = 1[Ty,;; < 1.156,] -1 [T, = 0.35] - 1[r < 0.98],
Task success rate:

SR = “12_|Z(k,i)e.(2 SuCCy ¢

3.12 Security Metric

Malicious-node selection rate:

1
MSR = =Y neal [ma,, = 1]

3.13 Composite Scalability Index (used for discussion only)

Normalized composite scalability index (CSI):

CSI = 0.30 (1 - Tezen) +0.20 SR + 0.20(1 — MSR) + 0.156, + 0.15(1 — E,,)

r ~U(0,1)

(43)

(44)

(45)

(46)

(47)

(43)

(49)
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(42)

where subscript n denotes min—max normalization (Eq. 36) across the compared schedulers within a scenario.
CSI is used purely as an interpretive summary statistic in Section 5.5, not as an optimization objective.

4 Results and Discussion

4.1 Simulator Design

Rather than hand-authoring numerical examples, results in Section 5 are produced by a Python Monte Carlo
simulator implementing Equations (1)—(50). The simulator instantiates:

. 12 heterogeneous edge nodes, CPU frequency fnj ~ U(2.0,8.0) GHz, bandwidth By, ~U (20,100)
Mbps, energy coefficient ki, ~ U(1 X 107%,5 x 107%).



567

. Vehicles spawned per scenario (50 / 150 / 300 for Low / Medium / High density), grouped into workflow
batches of five vehicles per workflow.

. Workflows composed of task chains (20 / 50 / 100 tasks for Light / Medium / Heavy workload), each
task with randomized CPU-cycle demand, data size, and soft deadline.

. Channel qualityq; ; (t) ~ N (tnet, Onee) clipped to (0.05,1.0], and a congestion multiplier n(t),
parametrized per network condition (Stable / Moderate / Congested; Section 4.2).

. Malicious nodes, flagged with probability u (Eq. 30) and given a suppressed initial direct-trust value;
their task outcomes are also probabilistically degraded through the same success criterion (Eq. 47), since
the scheduler cannot see the malicious flag directly only accumulated trust.

Each scheduler (Eqgs. 39-46) competes on identical random seeds per repetition so that differences in outcomes
are attributable to the scheduling policy rather than sampling noise. Each configuration is repeated 8 times
(Monte Carlo repetitions) and metrics are averaged.

4.2 Experimental Dimensions

Dimension Levels Fixed parameters held constant

Vehicle density | Low (50), Medium (150), High (300) | Workload = Medium, Network =
Moderate, malicious ratio u = 0.12

Workload Light (20 tasks/workflow), Medium | Density = Medium, Network = Moderate,

intensity (50), Heavy (100) u=20.12

Network Stable  (Uper = 0.90),  Moderate | Density = Medium, Workload = Medium,

condition (0.70), Congested (0.45) u=0.12

Adversarial Low (10%), Medium (25%), High | Density = Medium, Workload = Medium,

ratio (40%) Network = Moderate

4.3 Compared Schedulers

.. Multi-
- 2
Code Description Trust-aware? objective?
Yes (constraint + | Yes 5
TAMOOF Proposed framework, Egs. (39)—(42) objective) objectives)
Ablation: identical scalarization with trust Yes (4
MOO-NT term removed, Egs. (43)—(44) No objectives)
GREEDY- Minimizes instantaneous latency only, Eq. N N
LAT (45) ° °
ROUND- . .
ROBIN Cyclic assignment, Eq. (46) No No
5.1 Effect of Vehicle Density (Table 1)
Table 1. Performance vs. Vehicle Density
Malicio
Complet | E2E Through | Resou | Ener | Succe | Comm. | Trust us-
Scena | Schedu | . s e
rio ler ion Laten | put rce gy s Overhe | Reliabil | Node
Time (s) | cy (s) | (tasks/s) | Util. @) Rate | ad (s) ity Selectio
n Rate
Low | o8MO Tizgoss |09 [akoos o009 59909 To00ss 08764 | 00
Low 1111/[,190_ 14.9376 2'298 3.3568 0.0077 | 0.008 | 0.962 | 0.0043 | 0.8939 | 0.063
GREE
Low DY- 16.7354 0.334 3.0026 0.0466 0.009 0.96 0.0046 | 0.8875 | 0.0515
7 4
LAT
ROUN
Low D- 22.3454 8'446 2.2465 0.0053 (5)'005 (2)'884 0.0061 | 0.8563 0.1045
ROBIN
Mediu | TAMO 1176559 | 0356 1 8330 | 0.0285 | 0026 | 0946 1 9005 | 0.8823 | 0.0
m OF 5 4 1
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Mediu | MOO- |1, ¢sey | 0297 | 5 356, 0.0086 | 2023 | 0948 14 6043 | 0.89 0.0599
m NT 2 7 9
| GREE
Mediu | by 169856 | 0339 20675 0.0477 | 2927 1 0953 | 0.0046 | 0.8908 | 0.0536
m 7 7
LAT
| ROUN
Xed“‘ D- 22.5546 (1)'451 22264 | 0.0068 2'016 3'879 0.006 | 0.8689 | 0.1042
ROBIN
High g;MO 17.7832 2'355 28349 | 0.0257 2'053 (1)'950 0.0052 | 0.8872 | 0.0
High 111]/1;)0- 14.8316 2'296 33836 | 0.0078 2'047 (1)'958 0.0043 | 09023 | 0.0593
GREE
High | DY- | 168688 | 9337 | 29708 | 0.0487 | 9995 1 0953 10046 | 08919 | 0.0535
4 9 2
LAT
ROUN
High | D- 22,4722 2'449 22373 | 0.006 2'032 2'880 0.006 | 0.8707 | 0.1042
ROBIN

As density rises from Low to High, all schedulers show only mild degradation because the simulator holds the
edge-node pool fixed and workflow batching scales with vehicle count, so per-node contention grows sub-
linearly. TAMOOF’s completion time (=17.8—17.9 s) sits between MOO-NT (=14.7-14.9 s, the fastest) and
ROUND-ROBIN (=22.3-22.5 s, the slowest), while GREEDY-LAT is close behind MOO-NT.

5.2 Effect of Workload Intensity (Table 2)

Table 2. Performance vs. Workflow/Workload Intensity (Density = Medium, Network = Moderate, malicious
ratio = 12%)

Malicio
Complet | E2E Through | Resou | Ener | Succe | Comm. | Trust us-
Scena | Schedu | . A
rio ler ion Laten | put ree gy ss Overhe | Reliabil | Node
Time (s) | cy (s) | (tasks/s) | Util. @) Rate | ad (s) ity Selectio
n Rate
. TAMO 0356 0.010 | 0.951
Light | op 71276 |, 2.8251 00352 | o 0.005 | 0.8871 | 0.0
Light | MOO- 159367 | 929 | 33507 | 00079 | 9009 | 0965 16043 | 0.8976 | 0.0612
NT 8 5 6
GREE
Light | DY- 66047 | 933% 130046 | 00458 | Q01T 10952 160046 0883 | 0.0508
7 3 9
LAT
ROUN
Light | D- 9.0741 2'453 22157 | 0.0057 2'006 (1)'888 0.0061 | 0.8698 | 0.1042
ROBIN
Mediu | TAMO |15 ¢)59 | 0356 | 5 g339 | g.0285 | 00261 0946 1 005 | 08823 | 0.0
m OF 5 4 |
Mediu | MOO- ) g5ey | 0297 | 5 36 0.0086 | 0023 10948 1 5043 | 0,89 0.0599
m NT 2 7 9
.| GREE
Mediu | by 169856 | 0339 20675 | 0.0477 | 9927 | 0953 | 0.0046 | 0.8908 | 0.0536
m 7 7
LAT
. | ROUN
xed“‘ D- 22.5546 (1)'451 2.2264 0.0068 2'016 2‘879 0.006 | 0.8689 | 0.1042
ROBIN
Heavy E?MO 34.9936 8'349 28833 | 0.0324 8'056 8'953 0.005 | 0.8919 | 0.0
Heavy | MOO- 129749 | 9297 133719 00074 | 0047 0957 40043 | 0903 | 0.062
NT 5 6 4
GREE
Heavy | DY- | 337212 | 937 20812 00519 | 903 0956 150046 | 0.8958 | 0.054
AT 2 7 8
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Heavy

ROUN
D-
ROBIN

44.9427

0.449

2.2352

0.0053

0.033

0.880

0.006

0.8712

0.1042

5.3 Effect of Network Condition (Table 3)

Table 3. Performance vs. Network Condition (Density = Medium, Workload = Medium, malicious ratio = 12%)

Scenar | Schedu | Complet | E2E Through | Resou | Ener | Succ | Comm. | Trust Malicio
io ler ion Laten | put rece gy ess Overhe | Reliabil | us-
Time (s) | cy (s) | (tasks/s) | Util (@) Rate | ad (s) ity Node
Selectio
n Rate
Stable | TAMO | 16.8229 | 0.336 | 3.0022 0.035 0.027 | 0.952 | 0.004 0.8868 | 0.0
OF 5 4 4
Stable | MOO- 13.8544 | 0.277 | 3.6201 0.0084 | 0.023 | 0.965 | 0.0034 | 0.9048 | 0.0629
NT | 9 2
Stable | GREE 159531 | 0.319 | 3.1653 0.0494 | 0.027 | 0.959 | 0.0036 | 0.8947 | 0.0521
DY- 1 8
LAT
Stable | ROUN | 21.1561 | 0.423 | 2.3748 0.0051 | 0.016 | 0.897 | 0.0046 | 0.8855 | 0.1042
D- 1 7 5
ROBIN
Modera | TAMO | 17.8259 | 0.356 | 2.8339 0.0285 | 0.026 | 0.946 | 0.005 0.8823 | 0.0
te OF 5 4 1
Modera | MOO- 14.8581 | 0.297 | 3.3761 0.0086 | 0.023 | 0.948 | 0.0043 | 0.89 0.0599
te NT 2 7 9
Modera | GREE 16.9856 | 0.339 | 2.9675 0.0477 | 0.027 | 0.953 | 0.0046 | 0.8908 | 0.0536
te DY- 7 7
LAT
Modera | ROUN | 22.5546 | 0.451 | 2.2264 0.0068 | 0.016 | 0.879 | 0.006 0.8689 | 0.1042
te D- 1 7 8
ROBIN
Conges | TAMO | 21.1245 | 0.422 | 2.39 0.0304 | 0.028 | 0.919 | 0.0085 | 0.8626 | 0.0
ted OF 5 5 2
Conges | MOO- 18.0733 | 0.361 | 2.7782 0.0091 | 0.023 | 0.947 | 0.0072 | 0.8904 | 0.0513
ted NT 5 2 1
Conges | GREE | 20.3731 | 0.407 | 2.4666 0.0485 | 0.027 | 0.929 | 0.0077 | 0.8744 | 0.0598
ted DY- 5 4
LAT
Conges | ROUN | 27.4858 | 0.549 | 1.8242 0.0052 | 0.016 | 0.823 | 0.011 0.8138 | 0.1042
ted D- 7 7 4
ROBIN

Communication overhead rises across all methods under congestion (channel quality g; ; falls, inflating Eq. 23),
with TAMOOF and MOO-NT showing similar overhead growth since both use the same underlying channel

model.

5.4 Effect of Adversarial (Malicious-Node) Ratio (Table 4)

Table 4. Security/Trust Resilience vs. Malicious Edge-Node Ratio (Density = Medium, Workload = Medium,
Network = Moderate)

Scenario | Schedu | Comple | E2E Through | Resou | Ener | Succ | Comm | Trust Malicio
ler tion Late | put rece gy ess . Reliabi | us-
Time (s) | ncy (tasks/s) | Util. @)} Rate | Overh | lity Node
(s) ead (s) Selecti
on
Rate
Low(10% | TAMO | 17.5183 | 0.350 | 2.8677 0.0312 | 0.026 | 0.948 | 0.0048 | 0.8884 | 0.0
) OF 4 1 2
Low(10% | MOO- | 14.9494 | 0.299 | 3.353 0.0089 | 0.024 | 0.947 | 0.0043 | 0.889 0.0407
) NT 1 9
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Low(10% | GREE | 17.0171 | 0340 |2.9582 [ 0.0475 | 0.026 | 0.953 [ 0.0046 | 0.8959 | 0.0467
) DY- 3 1 1

LAT
Low(10% | ROUN | 223782 | 0.447 | 2.2462 | 0.0055 | 0.017 | 0.882 | 0.0061 | 0.8701 | 0.0625
) D- 6 1 3

ROBIN
Medium(2 | TAMO | 18.2332 | 0.364 | 2.7602 | 0.0269 | 0.025 | 0.944 | 0.0053 | 0.8741 | 0.0
5%) OF 7 3 8
Medium(2 | MOO- | 14.9627 | 0.299 | 3.3621 | 0.0082 | 0.028 | 0.938 | 0.0043 | 0.8733 | 0.2362
5%) NT 3 7 1
Medium(2 | GREE | 17.4998 | 0.35 | 2.9162 | 0.0442 | 0.023 | 0.920 | 0.0048 | 0.8555 | 0.2171
5%) DY- 7 3

LAT
Medium(2 | ROUN | 22.1774 | 0.443 | 2.2632 | 0.0061 | 0.017 | 0.876 | 0.0062 | 0.8648 | 0.1979
5%) D- 5 1 7

ROBIN
High(40% | TAMO | 18.8918 | 0.377 | 2.6644 | 0.0388 | 0.020 | 0.939 | 0.005 | 0.8596 | 0.0751
) OF 8 8 5
High(40% | MOO- | 14.7134 | 0.294 | 3.4038 | 0.0076 | 0.029 | 0.970 | 0.0043 | 0.8972 | 0.3617
) NT 3 8 7
High(40% | GREE | 16.6165 | 0.332 | 3.0181 | 0.0459 | 0.029 | 0.932 | 0.0047 | 0.8432 | 0.4871
) DY- 3 2 2

LAT
High(40% | ROUN | 22.9319 | 0.458 | 2.1918 | 0.0055 | 0.015 | 0.891 | 0.0061 | 0.8772 | 0.2604
) D- 6 3

ROBIN

This is the dimension where TAMOOF’s design goal is most directly visible. As the malicious-node ratio rises
from 10% to 40%:

*  MOO-NT’s malicious-selection rate rises from 4.1% to 36.2% — nearly 9x.

*  GREEDY-LAT’s rises from 4.7% to 48.7% the worst of all methods, since a compromised node can still
advertise attractive (or simply unmonitored) latency.

*  ROUND-ROBIN’s rises from 6.25% to 26.0%, tracking the adversarial ratio roughly proportionally, as
expected for a policy blind to both trust and performance.

*  TAMOOF’s remains at 0.0% through 25% adversarial ratio and only 7.5% at 40%, i.e., TAMOOF is
the only method whose malicious-exposure growth is sub-linear and stays far below the raw adversarial
ratio even in the worst tested condition.

This comes at a measurable but bounded cost: TAMOOF’s completion time rises modestly (17.5 s — 18.9 s,
+7.8%) as the trust constraint (Eq. 29) increasingly forces detours around untrustworthy but possibly fast nodes.
Task success rate for TAMOOF stays within a narrow band (94.0-94.8%) across all three adversarial levels,
whereas GREEDY-LAT’s success rate falls from 95.3% to 93.2% and its trust-reliability score falls from 0.896
to 0.843, showing measurable quality degradation as attacks intensify. This is the central empirical result
supporting the paper’s thesis: treating trust as a first-class, jointly optimized objective (TAMOOQOF) rather than
ignoring it (MOO-NT, GREEDY-LAT) or applying it implicitty (ROUND-ROBIN’s uniform
exposure)produces materially better security outcomes with a bounded, quantifiable performance cost.

5.5 Composite Scalability Index (CSI)

This suggests that when security is weighted proportionally to its operational importance in a safety-relevant
vehicular setting, TAMOOF is the preferred policy despite not being Pareto-optimal on every individual axis.

5.6 Threats to Validity

This study’s results derive from a parametrized stochastic simulation rather than a physical VEC testbed or a
trace-driven replay of real vehicular mobility and RSU logs. Absolute values (e.g., seconds, joules) are
simulator-unit artifacts of the chosen parameter ranges (Section 4.1) and should not be read as calibrated real-
world measurements; the relative comparisons across schedulers under matched random seeds are the paper’s
primary evidentiary basis. The malicious-node model (Eq. 30) is a simplified probabilistic flag rather than a
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modeled attack strategy (e.g., adaptive/strategic adversaries), and the trust model does not yet account for
collusion among malicious nodes. These limitations are addressed as future work (Section 6.2).

6. Conclusion and Future Work
6.1 Conclusion

This paper proposed TAMOOF, a Trust-Aware Multi-Objective Optimization Framework for workflow
scheduling in Vehicular Edge Computing. TAMOOF formulates edge-node selection as a constrained,
weighted-sum scalarized multi-objective problem over latency, energy, communication overhead, resource
utilization, and a composite (direct + indirect + historical) trust score with temporal decay. A Monte Carlo
simulation study comparing TAMOOF against a trust-blind ablation (MOO-NT), a greedy latency-only
scheduler, and a round-robin baseline across vehicle-density, workload, network-condition, and adversarial-ratio
dimensions shows that TAMOOF achieves near-zero to substantially sub-linear malicious-node selection rates
(0.0-7.5% versus 4.1-48.7% for the baselines under identical adversarial conditions), the most stable task
success rate under network congestion, and the gentlest security degradation as the adversarial-node ratio grows
at a bounded and quantifiable cost in raw completion time and throughput relative to the fastest (but trust-blind)
alternatives. These findings support treating trust as a first-class optimization objective rather than a post-hoc
filter in security-sensitive VEC workflow scheduling.

6.2 Future Work

1. Trace-driven validation. Replace the stochastic mobility/channel model with real vehicular mobility
traces (e.g., SUMO-generated or public IoV datasets) and measured RSU bandwidth logs to calibrate
absolute performance figures.

2. Strategic/adaptive adversaries. Extend the malicious-node model (Eq. 30) to adaptive attackers that learn
to mimic high-trust behavior intermittently, and evaluate TAMOOEF’s resilience to trust-building-then-
defecting (“on-off™) attack patterns and node collusion.

3. Pareto-front analysis. Complement the weighted-sum scalarization (Eq. 39) with a full NSGA-II/MOEA-
D Pareto-front comparison to characterize the trade-off surface rather than a single scalarized operating
point.

4. Dynamic weight adaptation. Investigate context-sensitive weighting of Eq. (40) (e.g., increasing w,
automatically when observed adversarial activity rises) rather than fixed weights.

5. Blockchain-backed trust ledger. Integrate a tamper-resistant distributed ledger for the indirect-trust
component (Eq. 26) to harden the gossip mechanism against false-recommendation attacks.

6. Federated / on-device learning for trust prediction. Explore replacing the exponential-smoothing trust
update (Eq. 24) with a lightweight federated-learning trust predictor trained across RSUs without
centralizing raw interaction logs.

7.  Real-testbed deployment. Deploy TAMOOF on a small-scale RSU/OBU hardware testbed to validate
simulation-derived conclusions under real wireless propagation and hardware energy measurement.
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Appendix A Notation Summary

Symbol Meaning
V,N, W Vehicle set, edge-node set, workflow set
Th,i Task i of workflow k
fn]., Bn]., Kn; CPU frequency, bandwidth, energy coefficient of node j
Un, ®) Utilization of node j at time t
Teomp T T4 Computation, transmission, queuing latency
Epij Energy consumed executing task (k, i) on node j
Dnj, Inj, Hn]. Direct, indirect, historical trust
Tnj ) Composite, decayed trust score
U Malicious-node ratio (ground truth, simulation-only)
FramooF» FMO0-NT Scalarized fitness functions
SR, MSR Task success rate, malicious-node selection rate
CSI Composite scalability index
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