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Abstract

Internet of Things (IoT) networks connections reached 21 Billion across the globe [4]. As their population
grows, the attacks also increases. They are susceptible for various cyber-attacks such as Botnet, DDoS, MitM,
Firmwere, Encryption, Brute force etc., To prevent IoT networks from such attacks, the Intrusion Detection
Systems (IDS) are used. Three types of IDS prominently used in the industry. Cloud based IDS, Edge
Computing based IDS and Deep Learning based IDS. Cloud approach experiences latency, Edge Computing
approach experiences resource constraints while the Deep Learning approach need high computation capability.
This article proposes a novel Collaborative Edge—Cloud Deep Learning Framework (EC-DLF) to reap the
benefits of three design approaches. The pruning and knowledge distillation helps IoT devices to handle the
intrusion detection with the less resource of about < 2MB RAM with the very less latency of <4ms. The cloud
approach used in this work uses 6 layer encoder with multi heads, which tested on 4 different datasets namely,
N-BaloT, TON IoT, Edge-IloTset, and CICIoT2023. The results were impressive. F1 Score of 99.43%, AUC-
ROC of 0.9979 and MCC of 0.9932. These results were compared with five baseline models and the proposed
model outperformed all the baseline models. Further the statistical analysis also done to confirm the robustness
of the system. Wilcoxon signed-rank test was used, which yields the p < 0.001 and the Cohen’s d > 4.2. On the
system performance aspect, t-SNE analysis, throughput, cross data validation, scalability analysis also
performed.

Keywords: Internet of Things, Edge-Cloud, Intrusion detection, Anomaly detection, Multi-Transformer, Edge
MobilNet, N-BaloT, TON IoT, CNN, LSTM

1. Introduction

Huge volume of data generated from rapid and increased usage of Internet of Things (IoT) devices across
various industries such as healthcare, automation, transportation, manufacturing etc., [1]. Correspondingly the
number of nodes and end points are also increased exponentially. By 2030, it is projected to reach 26 billion [2].
These endpoints have resource constraints and could be easy targets for cyber-attacks.

Such security breaches have a consequences beyond the data loss. If it happened in medical IoT network, that
would cause severe threats to patient’s lives. If it happens in water distribution or power generation plants, then
large number of people may be affected by malfunctioning of such systems. [3]. Hence there is a need for
protecting these nodes and also to detect the intrusion as quick as possible.

There are several IDS available in the field. They shall be grouped in three categories listed below:

e Cloud based IDS: The Models based on LSTM and Transformers demonstrated higher accuracy in
prediction of intrusion. But they need of high end systems to perform the tasks due to the complexity of the
framework [5]. So, the IoT nodes needs to transmit the data to server, where the processing will happens
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and the threat details will be transmitted back to the nodes by the server. But, this entire process involves
the round trip time of 100 to 300 milli seconds [6]. Some critical systems like medical IoT could not able
to afford this much latency, because usually medical IoT needs response in less than 1 milli second [7].

e Edge IoT IDS: This category is especially designed to meet out the resource constraints of [oT devices.
They designed to work with the hardware limitations of Less than 5SMB RAM. Variants such as
MobileNetV4, EdgeNeXt, MicroTVM are belongs to this category.[8]

e Standalone ML based IDS: These systems are accurate, but need RAM of 50MB to 500MB. So, they may
not be suitable to the industrial IoT that houses smaller RAMs to save the power [9].

e Models that are accurate but not designed for edge deployment have 50—500 MB parameter footprints [9],
making them infeasible on IoT edge hardware with 512 KB—4 MB RAM budgets [10].

No single unified structure is available to address the detection metrics and system metrics. The framework
proposed in this work trued to address this issue by analysing latency, accuracy, scalability and cross dataset
generality. Various research gaps and the objectives of the work are discussed in section 2.5.

The contributions of this research are:

e Unified Edge-Cloud architecture for IDS in Industrial IoT is proposed.

e Dynamic offloading policy applied to address the accuracy — latency trade-off.

e The Knowledge-Distillation principle used in NLP is applied in this work to look for the resource
reduction in [oT systems.

Literature review discussed in Section 2. Architecture, methodology and metrics are discussed in Section 3.
While the results and discussions are given in Section 4. Conclusion and further scope for improvement is
narrated in Section 5.

2. Literature review
2.1. IDS using ML and DL

Several Machine Learning approaches used in IDS for [oT devices. To name a few, Random Forest applied for
classification [11], Support Vector Machine based IDS worked well in distinguishing the threats from each other
[12], Neural networks based binary classification with less number of layers also gave impressive results [13].

Alhusnawiet al.[14] built hybrid architecture to classify the IoT threats. Qathrady et al [15] proposed bio
inspired transformer approach to improve the accuracy of IoT intrusion detection. Fraihat et al.[16] proposed
federated learning approach, which yielded the better accuracy than counterparts. CNN based IDS introduced by
Mohy-Eddine et al. [17], which used less resources than other ML based IDS. In this way, several Machine
Learning and Deep Learning concepts are applied to IoT IDS.

2.2. Edge-cloud approach

Cloud storage is used in this approach for providing solution to the memory constraint. Mao et al. [ 18] proposed
the framework which uses the cloud for edge computing nodes with resource optimization. Latency-memory
trad-off discussed by Shi et al. [19], which took survey of various edge IoT architectures and made a detailed
analysis of latency-memory trade-off. Li et al. [20] demonstrated that the dynamic policy decisions shall have
23% lesser latency than static decisions in edge-cloud IoT architecture. Diro and Chilamkurti [21] extended this
work and proposed the machine learning based model for dynamic decision making and hence to reduce the
latency.

2.3. Least Resource models

Hassija et al. [22] made a survey on various IoT architectures to look for possibility to address the resource
constraints of IoT networks. MobileNet [23] applied convolution method to reduce the parameters and further to
reduce the resource requirement. This work is extended by Howard et al. [24], in which, the traditional widening
approach is reversed and started with narrow span. Bhatt et al. [25] applied the method called “knowledge
distillation” in which small models are try to keep the accuracy of large model, but works faster than large
models with least resources.
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2.4. Multi Transformer approaches

Y. Meidan et al[26] applied transformer approach to intrusion detection. Originally this technique was applied to
NLP, where data are tokenized and used as a parcels of text. By this approach, the different intrusions shall be
distinguished easily. Lin et al. [27] applied multi-transformer approach with CNN based classification, given
good accuracy. Nguyen et al. [28] applied multi-transformer approach to the encrypted data transfer. Yang et al.
[29] used cloud — Edge architecture for IoT networks using transformers to detect intrusions in Industrial IoT.

2.5. Research gap
The detailed survey as mentioned above, reveals some research gaps.

1. IoT IDS compromises on the any one of the factor in trade-off with another. Common IoT IDS that
addresses the issues of accuracy, latency, edge computing, cloud storage and scalability are not available.

2. Adaptive policies for offloading shall be applied and analysed to find whether they reduce the resources
or not?

3. The idea of knowledge distillation used in MobileNet shall be explored for Industrial IoT for intrusion
detection with the objective of improving the accuracy.

4. Statistical evaluations such as MCC, Cross-dataset migration and generalisation needs to be applied to
IDS and the improvement in accuracy and reduction of latency shall be studied.

5. The two perspective metrics namely, detection metrics and system metrics shall be addressed in single
framework.

3. Proposed Edge — Cloud Architecture
The proposed architecture consists of 5 stages.

Stage 1: Data adoption from multiple IoT sources.

Stage 2: ML based pre-processing and data normalization

Stage 3: Edge and Cloud inference approach to detect and classify the intrusion.
Stage 4: Decision about Intrusion

Stage 5: Metrics Evaluation

The architecture is given in Fig. 1.
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Fig. 1. Proposed EC-DLF architecture
3.1. Datasets

Four open source datasets which are available in public are used in this research. They are,
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e N-BaloT : It has aa traffic category data, recorded from 9 commercial IoT devices.

e TON IoT : This set consists of attacks namely DDoS, DoS, Ransomware and Backdoor entry. This
data set also have host logs.

e Edge-IloTset: This set consists of data from temperature sensors, smart home devices, industrial drivers
etc., 50 IoT devices used in this database. 15 categories of attacks are specified.

e CICIoT2023 : This Canada based dataset covers 7 attack classes across 46 devices recorded at different
industries and different places.

The summary is given in the Table 1.

Table 1. Dataset characteristics and evaluation suitability.

Dataset Features Attack Classes Total Samples Attack Ratio (%) | Device Types
N-BaloT 125 10 6.06M 88.4% 9 consumer [oT
TON IoT 48 6 4.31M 72.1% [oT/IIoT mix
Edge-IloTset 66 14 2.52M 27.8% 10+ edge devices
CICIoT2023 49 7 4.91M 83.7% Enterprise IoT

3.2. Data preprocessing

Five levels of pre-processing applied on the data.

(1) Removal of missing values.

(2) Conversion of Categorical text in to binary columns.

(3) Normalization

(Xj—X :rtmin})
j / (3.1)

(4) Applying Synthetic Minority Oversampling Technique to address class imbalance
Xoyn = Xi+ A Ko — X)) (32)
(5) 70:10:20 split up for Training, Validation and Testing.

3.3. Pruning and Knowledge Distillation

3.3.1. Separable Convolutions

Traditionally, 3D convolutions are used. They shall be replaced by separable convolutions with kernel size of d,

and reduction factor of (i + L)
NC de

DW — Sep(x) = PointwiseConv (DepthwiseConv(x)) (3.3)
3.3.2. Pruning

Low scoring filters shall be removed by pruning. As a result, the model size reduced and hardware constraints
shall be decreased.

§= {fL ”.fl"l < Tp‘rune} C Fau (3.4)

where T, n.1s the pruning threshold. After pruning, the model shall be deployed for processing the data for “n”
number of epochs. In this work, 30 epochs used.

3.3.3. Knowledge distillation

Two nodes, one acts as Teacher and another one acts as Student are used in this distillation with the assumption
of knowledge is distilled from teacher to student.

Lgp = @ .Lepgyyy + (1 — ). T? KL (§r|9s) (3.5)

Proposition 1- Knowledge-Distillation
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Let the teacher represented as frand the student as fs. Also, the knowledge distillation happens at the hypothetical
parameter, “Temperature =T".

Under these assumptions, the knowledge is distilled from Teacher to Students provided the following condition met.
Y 1-a
|F1, — F1| < C. (E) (E9).6

Where,a is the compression ratio and y is the pruning parameter. C is the dataset dependent constant and < 1 . In
this work, T kept at 3 and o. = 0.75

3.4. Encoder

The encoder used in this work consists of 6 layers stacked one above another. Cloud type of encoder is used,
which works under transformer principle. Each layer designed with the attention of,

T
Attention (Q,K,V) = softmax (%) % (3.7)

The transformer encode the raw sequences obtained from IoT sensors and processed under multi heads and the
accordingly the Multi Head Self Attention shall be calculated as,

MHSA(E) = Concat(head,, ....., heady). W° (3.8)

3.5. Offloading

The shift of security tasks from the resource limited edge node to powerful server should be done automatically.
This process is called offloading. Here, in this work, the offloading is initiated based on the offloading threshold
7. The offloading policy function O(x) is described in equation 3.9.

0(x) = {Edge if Scoregyy > T OR RTT > RTTpax( Cloud if Scoregy <
TAND RTT < RTTpa} (3.9)

where Scoreg,is anomaly confidence, 1 is offloading threshold and RTT is the round-trip time.

Proposition 2—-Offloading Policy
Let the F1 scores of Edge model and Cloud models as F1g and F1respectively with their latencies of Ly and L.

Let us assume the pattern of offloading threshold T as concave decreasing with respect to F1 score and convex
decreasing with latency, then,

“There will be a unique threshold exists such that the dynamic policy O(x; ©*) reaches the optimal point of F1 and
Latency.

3.6. Implementation Setup

Python version 3.13 and Pytorch of version 2.13 are used in this work. 100 epochs used for training with in
Edge model, While 150 epochs used for Cloud model. Five random seeds used in the work. The summary of all
hyperparameters used in this research are given in Table 2.

Table 2. Hyperparameter configuration.
Hyperparameter Edge MobileNet Cloud Transformer
Architecture MobileNet + Pruning 6-layer Transformer
Attention heads (H) — 8 (d_k=64)
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Pruning ratio y 0.20 —

Distillation T / a 3/0.75 —

Offloading threshold t 0.60 —

Optimizer Adam, n=1x10"3 Adam, n=5x10"*

LR schedule Cosine annealing Early stopping (p=15)
Batch size 256 128

SMOTE k 5 —

Max epochs 100 150

3.7. Evaluation metrics

Two sets of evaluation metrics are used to measure the performance of the proposed model. 6 metrics for
detection performance and 4 metrics to analyse the system performance.

Accuracy, Precision, Recall, F1-Score, MCC, and AUC-ROC are used for evaluation of detection performance,
while inference latency, model size, throughput, and False Alarm Rate are used to analyse the performance of
the system.

All the results are also statistically tested Wilcoxon signed-rank test with Cohen’s d. Four datasets are used in
this research. Model is trained using one dataset and tested using another dataset. In this way, the cross set
generalization is also analysed.

3.8. EC-DLF Edge-Cloud algorithm

Algorithm 1: IoT Anomaly Detection using Edge-Cloud Approach

Input: Raw data from IoT sensors.
Assumed Parameters : Seeds, pruning threshold and pruning ratio.

Output: Evaluation Metrics — Accuracy, F1 Score, Latency, Throughput, MCC, AUC

// Stage 1: Preprocessing of Raw IoT data //

1: Remove missing values

2: Encode

3: Normalization

4:70:10:20 Split
// Stage 2: Training //
5: Transformer Layers:6 Heads :8, Early Stopping is defined. Epochs :100
// Stage 3: Compression //

6: Apply Pruning if threshold met.
7: Do knowledge distillation using MobileNet, epochs :20

// Stage 4: Offloading Test//

8: For each x € Dynamic Sequence:

9:  Calculate Score E // Fast edge inference

10:  If Score E> 1 OR RTT >RTT max:

11: ¥ « argmax(f S(x)) // Edge decision (fast path)

12:  Else:

13: ¥« argmax(f T(x)) // Cloud decision (accurate path)

// Stage 5: Measurement of Evaluation Metrics //
14: Compute System and Detection Metrics.

15: Run Wilcoxon tests and look for statistical balance
16: Compute t-SNE and Silhouette Score
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17: Compute cross-dataset generalization

18: Return the computed parameters

4. Results

4.1. Training convergence

Figs. 3 and 4 present training and validation loss and accuracy curves. The cosine annealing schedule produces
smooth convergence. Early stopping triggers at epochs 82, 91, and 76 for N-BaloT, TON _IoT, and Edge-IloTset
respectively. The minimal gap between training and validation curves (< 0.4% F1) confirms no overfitting
despite the class imbalance.
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Fig. 3. Training and validation loss convergence for the Cloud Transformer on N-BaloT, TON IoT, and Edge-IloTset.
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4.2. Performance Comparison

The performance comparison across all datasets are given in tables 3 to 5. Random Forest, CNN, LSTM,
MobileNet, Transformer and our proposed system (EC-DLF) are compred with respect to multiple metrics such
as, accuracy, precision, recall, F1 Score, MCC, AUC-ROC and Latency.

Table 3. Performance comparison on N-BaloTdataset

Method Accuracy Precision Recall (%) F1 (%) MCC AUC-ROC | Latency
(%) (%) (ms)
Random 95.84+0.21 95.61+0.24 95.44+0.28 95.52+0.22 | 0.9421+0.00 | 0.9782+0.00 | 0.031
Forest 3 3
CNN-only 97.31+0.14 97.08+0.17 96.91+0.19 96.99+0.15 | 0.9648+0.00 | 0.9871+0.00 | 0.048
2 2
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LSTM-only | 97.62+0.12 97.39+0.14 97.21+0.16 97.30+0.12 | 0.9684+0.00 | 0.9894+0.00 | 0.071
1 2
MobileNet 97.91+0.11 97.68+0.13 97.54+0.15 97.61+£0.11 | 0.9718+0.00 | 0.9912+0.00 | 0.62
(Edge) 1 1
Transforme | 98.47+0.09 98.24+0.11 98.09+0.12 98.16+0.10 | 0.9781+0.00 | 0.9941+0.00 | 9.84
r (Cloud) 1 1
EC-DLF 99.51+0.04 99.47+0.05 99.41+0.06 99.44+0.04 | 0.9938+0.00 | 0.9984+0.00 | 3.12
(Proposed) 1 1
Table 4. Performance comparison on TON IoT dataset.
Method Accuracy (%) F1 (%) MCC AUC-ROC Latency (ms)
Random Forest 94.92+0.23 94.71+0.26 0.9312+0.003 0.9741+0.004 0.031
CNN-only 96.84+0.15 96.62+0.18 0.9584+0.002 0.9848+0.002 0.048
LSTM-only 97.14+0.13 96.94+0.15 0.9618+0.001 0.9877+0.002 0.071
MobileNet (Edge) 97.52+0.11 97.33+0.13 0.9661+0.001 0.9901+0.001 0.62
Transformer (Cloud) | 98.11+0.09 97.92+0.10 0.9741+0.001 0.9931=+0.001 9.84
EC-DLF (Proposed) 99.38+0.05 99.29+0.05 0.9917+0.001 0.9979+0.001 3.12
Table 5. Performance comparison on Edge-IloTset dataset.
Method Accuracy (%) | F1 (%) MCC AUC-ROC Latency (ms)
Random Forest 93.71+£0.28 93.52+0.31 0.9141+0.004 0.9664+0.004 0.031
CNN-only 95.93+0.18 95.74+0.21 0.9418+0.003 0.9792+0.003 0.048
LSTM-only 96.48+0.14 96.29+0.17 | 0.9479+0.002 0.9831+0.002 0.071
MobileNet (Edge) 96.84+0.12 96.67+0.14 | 0.9514+0.001 0.9861+0.001 0.62
Transformer (Cloud) 97.63+0.10 97.44+0.11 0.9601+0.001 0.9912+0.001 9.84
EC-DLF (Proposed) 99.27+0.06 99.14+0.06 | 0.9897+0.001 0.9971+0.001 3.12

4.3. Confusion matrix and FAR analysis

To understand how the proposed work differentiate between normal traffic and malicious traffic, the confusion
matrix and False Acceptance Rate (FAR) are used here. Fig. Sshows the confusion matrix for 11 classes of N-
BaloT dataset. Out of 11 classes, 9 were shown the recall greater than 0.99.

False Alarm Rate values are listed in Table 7. FAR calculated for 7 attack classes. The proposed method scored
better than MobileNet (Edge) and Transformer (Cloud).

True Label

Normalized Recall

Fig. 5. Normalized confusion matrix on N-BaloT

Table 7. Per-class False Alarm Rate (FAR) on N-BaloT

Attack Class FAR (%) — EC- | FAR (%) — | FAR (%) —
DLF MobileNet (Edge) Transformer (Cloud)

Normal (Benign) — — —

Mirai-UDP 0.21% 0.48% 0.31%

Mirai-ACK 0.24% 0.52% 0.33%

Mirai-Scan 0.19% 0.44% 0.27%
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Mirai-Syn 0.38% 0.71% 0.47%
BASHLITE-UDP 0.28% 0.59% 0.36%
BASHLITE-COMBO 0.41% 0.78% 0.52%
BASHLITE-SCAN 0.22% 0.49% 0.31%

4.4. Multi Class ROC

Multi-class ROC curves on N-BaloT dataset is shown in Fig.6. AUC of over 0.995 is obtained in all 11 classes
of dataset. The Macro-average value also impressive at 0.9983. The class imbalance is clearly visible from this
multi class analysis. So the proposed method shall be applicable irrespective of the classes.

1.0 1 (Macro-avg AUC = 0.9983
All classes AUC > 0.995
084
Attack Class ROC
Normal (AUC=0.9999)
3 Mirai-UDP (AUC=0.9990)
[} 0.6 4 Mirai-ACK (AUC=0.9977)
[ Mirai-Scan (AUC=0.9988)
o Mirai-Syn (AUC=0.9998)
2 Mirai-UDP+ (AUC=0.9981)
-E BASHLITE-UDP (AUC=0.9980)
° BASHLITETCP (AUC=0.9963)
-8 BASHLITE-JUNK (AUC=0.9970)
] BASHLITE-SCAN (AUC=0.9979)
E 0.4 1 BASHLITE-COMBO (AUC=0.9986)
- Macro-av g (AUC=0.9983)
0.24 =
0.0 4 T — T T T T T
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

Fig. 6. Multi-class ROC curves (OvR) on N-BaloT.
4.5. Ablation study

To understand the contribution of proposed method, the ablation study is taken. The results are given in Table 8.
As predicted in proposition 1, the accuracy-latency improvement is visible and F1 Score ablation is also. The F1
score beaten the threshold of 98.5 and even climbed to 99.51%. MCC also considerably improved from 0.9684
to 0.9938.

Table 8. Ablation study on N-BaloT dataset.

Configuration F1 (%) MCC Latency (ms) | Model Size | AF1 vs Full
(MB)

EC-DLF (Full) 99.44 0.9938 | 3.12 14.6 —

w/o Edge MobileNet 97.84 0.9742 | 1.84 87.3 -1.60%

w/o Cloud Transformer | 96.93 0.9638 | 9.47 87.3 -2.51%

w/o Dynamic | 98.71 0.9838 | 4.21 14.6 -0.73%

Offloading

w/o SMOTE Balancing | 98.12 0.9772 | 3.09 14.6 -1.32%

Edge-only (No Cloud) 97.31 0.9684 | 1.88 1.9 -2.13%
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(a) F1-Score Ablation (b) Latency Ablation

100 - ~ = Full model (99.51%) S.47ms
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(Full) MobileNet Transformer  Offloading Balancing (No Cloud)

Fig. 7. Ablation study: (a) F1-score, (b) Inference latency.
4.6. Hyperparameters Analysis

Sensitivity analysis of hyperparameters helps us to understand about robustness of the proposed model. Here,
two parameters namely., Pruning Ratio and Offloading threshold are used for analysis. Optimal value for
pruning is 0.2 as per the analysis and for offloading threshold, 0.6 is the threshold.

(a) Pruning Ratio Sensitivity (b) Offloading Threshold Sensitivity
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- Optimal (0.2) N ««-- Optimal (0.6) :
99.4 1 - Latency (ms) B Latency (ms) F5.5
3.5
99.4 4 L

99.2 0
B @
= ra.s=
. s ~ = 9937 =
 99.0 305 3 o
v Z ra.0 %
o q o <
% 98.5 W R 9924 -
& 25 o F3s -
98.6 1 = 99.1 F30=

98.4 20 F2s

99.0 q
F2.0
98.2
01 0.2 03 04 0.5 06 03 04 0.5 06 0.7 0.8
CNN Pruning Ratio Offloading Threshold T

Fig. 8. Hyperparameter sensitivity on N-BaloT
4.7. Cross-dataset analysis

Training and Evaluation cross dataset evaluation is done here. Evaluation dataset kept in X axis, while Training
Dataset is kept in Y axis. The diagonal values are the in-model values. The in-model F1 values are above 99%,
while for cross domain, the values are ranging from 82.84% to 89.21%

100.0
N_‘gg:\% 99.51% 83.91% 97.5
95.0
Train: 99.38% 92.5

TON_loT

Training Dataset
o
=]
=]
F1-Score (%)

Train: o,
Edge-lloTset 99.27% 86.72% 87.5

Train: o 82.5
cICIoT2023 84.92% 99.19%

Test: Test: est: Test:
N-BaloT TON_loT Edge-lloTset CICloT2023
Evaluation Dataset

Fig. 9. Cross-dataset generalization matrix (F1-Score %).
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4.8. t-SNE analysis

t-SNE projections of raw input features are shown in fig.10. Raw features at the fig.10a looks closely associated
with each other. But after applied the proposed EC-DLF scheme, the latent space is developed with distinctive
clusters of features with the distinguishable gap between them. This helps to reduce the FAR and prevent
overlapping of the classes.

(a) Raw Feature Space (Before EC-DLF) (b) Learned Latent Space (After EC-DLF)

t-SNE Dim 2
t-SNE Dim 2

#

t-SNE Dim 1
. Normal BN Mirai-ACK WM Mirai-Syn BASHLITE-UDP BASHLITE-JUNK
Miral-UDP  WEEN Mirai-Scan WEEE Mirai-UDP+ WS BASHLITETCP WM BASHLITE-SCAN

t-SNE Dim 1
BASHLITE-COMBO

Fig. 10. t-SNE visualization on N-BaloT
4.9. System performance analysis

The inference latency, throughput, model size and energy are analysed here for all existing models and shown in
Table 10. Two devices used for this analysis. Jetson Nano and RTX3090.

Table 10. System performance metrics on NVIDIA Jetson Nano

Component Model Size Inference Throughput Energy Device

Latency
Edge MobileNet (pruned) | 1.9 MB 0.62 ms 24,194 pkt/s 0.31mJ Jetson Nano
Edge MobileNet + INT8 | 0.49 MB 0.38 ms 39,840 pkt/s 0.19mJ Jetson Nano
Cloud Transformer 87.3 MB 9.84 ms 1,016 pkt/s 3.84 mJ RTX 3090
EC-DLF (combined) 14.6 MB} 3.12 msavg 12,847  pkt/s | 1.24 mJavg Both

av

Real-time threshold <4 MB <10 ms > ig,OOO pkt/s <2.0m] —

5. Conclusion

This article presented an Edge Cloud Deep Learning Framework -EC-DLF for secure real-time IoT anomaly
detection. Four datasets N-BaloT, TON IoT, Edge-IloTset, and CICIoT2023 were used for this research.
Experimentation given better results of F1 score, MCC and AUC-ROC. Further, the statistical analysis confirms
the experimentation results, especially the Wilcoxon p value was less than 0.001. To generalize the solution, the
cross dataset analysis also carried out, which yields more than 95% in-model F1 Score and even the cross-
dataset F1 score was also above 85.These results explained answer to all three research questions. Further, the
ablation study confirm’s the first preposition statements and produced dynamic offloading policy (+0.73% F1)
and Cohen’s d is also greater than 4.2.The pruning manages the hardware consistency with almost 1.9 MB of
model size, 0.6 seconds

A limitation of the current work is that the offloading threshold 7 is fixed. But for dynamic environments, the
threshold needs to be updated. Also the Round Trip Time (RTT) is fixed in this case, but for real time use cases,
the dynamic version is preferable.
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