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Abstract 

In the context of cybersecurity, detecting anomalies in IoT is a critical concern. In fact, the number of risks and 

assaults that target smart devices and their interactions is growing along with the prevalence of this technology. 

Because it is a new method for modelling object interactions and evaluating their accuracy and honesty, 

behavioral fingerprinting has drawn interest from researchers in this field. However, there are still issues with 

these AI-based systems' performance.Scalability, privacy, and restrictions on the use of deep 

learning(DL)approaches are the primary causes. The behavior of a target contact is actually modelled by an 

object using only the information obtained from direct interactions in classical distributed fingerprinting or 

image based biometric approaches. This approach provides a narrow perspective on the target, overlooking 

services and messages exchanged with other neighboring entities. However, there may be serious privacy issues 

if a target node's behavior like wind farm forecasting application is built into a global model using data from its 

interactions with its neighbors.To address this problem, the method proposes a novel approach that leverages 

DL to create a customized global behavioral biometric model for a particular target item, enabling collaborative 

model training across decentralized nodes by examining how it interacts with various network peers. By using a 

safe delegation technique to include less capable IoT nodes, our system enables the distributed training of such 

models. Furthermore, our method ensures the anonymity of the target object and enables secure collaboration 

among workers by leveraging data privacy and integrity, as well as the strategy's resilience to attacks. A 

thorough security analysis and a comprehensive experimental campaign are used in this study to assess the 

resilience, accuracy, and performance of the safe, completely privacy-preserving solution that results from all 

these aspects. Lastly, our model's performance is quite satisfactory, with an average accuracy score of 99%, 

reliably differentiating robustly detected anomalies and distinguishing them from normal behaviors across all 

evaluated test sets. 
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1. Introduction 

We are both actors and spectators in the discovery of new opportunities for technology integration within the 

IoT (henceforth referred to as IoT), driven by the widespread dissemination of intelligent and connected gadgets 

[1]. As smart devices become increasingly common and autonomous, cyberattacks are becoming more complex 

and destructive, necessitating security measures that are based on constantly evolving and advanced techniques. 

Since security and privacy concerns hinder the future growth of this field, addressing this issue is crucial. One 

current method to enhance IoT security involves computing device fingerprints, which are used to detect 

irregularities due to attacks, hardware degradation, or malicious software alterations [2]. To verify the identity 

of IoT devices and ensure secure communication, earlier methods utilized attributes from device specifications 

and identification data, including device name, type, device specifics (such as manufacturer details and serial 

number), along with core networking data. More recent approaches leverage ML and DL to model relationships 

with other objects [3]. These profiles include more than just not only device and network information, but also 

unusual patterns and undisclosed behavioral patterns exhibited when interacting with peers. Because it is harder 

for malicious actors to mimic specific behavioral characteristics that define an entity, there is a higher likelihood 
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of detecting misbehavior resulting from cyber-attacks, system flaws, or misconfigurations. Behavioral 

fingerprinting methods primarily fall into two categories. The first consists of centralized systems where a single 

hub trains and runs machine learning algorithms to evaluate each network device's fingerprint [4]. However, 

these methods cannot access features from private message payloads exchanged between nodes due to end-to-

end encryption. The second category involves distributed methods that build comprehensive profiles from a 

single node’s perspective, with the node training and deploying the ML model based on direct communication 

with the target [5]. 

The use of this tactic, however, may raise additional privacy issues due to the disclosure of side-channel data. 

For example, the aggregator would be aware of the identification of monitored devices/objects, and all workers 

engaged in theinteractions with the target would be exposed through the learning process [6]. By creating an 

SMC technique based on HE and its characteristics, we attempt to address this additional problem in this study. 

In contrast to traditional encryption algorithms like RSA or AES, HE is made to operate on end-to-end privacy 

for IoT dataflow, ensuring that it is maintained through encrypted data. In IoT contexts, HE has generally been 

used to safely store data in public clouds so that calculations, like training and running machine learning, are 

possible to perform these algorithms without user data access or interpretation, as shown by [7]. In our method, 

the authorutilizeHomomorphism Encryption (HE) during a secure initialization phase.It is anticipated that this 

phase will present several challenges,includingthe long collection of sufficient data for machine learning model 

development in a setting where there are no potential threats to the target node. In particular, this stage's primary 

steps can be summed up as follows. To transmit a message including the required identification parameters 

protected by a homomorphic hash-based encryption scheme [8], each node with the computational capacity to 

train an ML model gets in touch withthe designated target node whose behavioral characteristics are being 

analyzed and fingerprinted [9] – [10]. Because IoT devices share sensitive data, privacy concerns over 

behavioral data and related models are crucial.This work use DL to protect data while behavioralbiometric 

approaches are being trained. More significantly, by using a privacy preservation-based approach using 

biometric model, we advance the protection of target nodes' and workers' private identities. The major 

contributions are provided below: 

1) The F-LSTMmodelisdesigned to predict missing input parameters, including wind speed and direction. Its 

performance is evaluated through root mean squared error (RMSE) assessment.  

2) TheF-LSTMmodelpredictswindpowerusingthefractional order for data forecast and evaluates performance 

with a coefficient of determination (R2) and mean squared error (MSE).  

3) Themodels developed were evaluated in two case studies involving missing data scenarios for specific 

parameters. 

The work is structured as: section 2 provides an extensive analysis on various prevailing approaches. The 

methodology is explained in section 3 with detailed analysis on privacy, security and prediction. The numerical 

results are given in section 4. The conclusion is provided in section 5. 

2. Related works 

As IoT-based solutions become increasingly complex and pervasive, the vulnerability to potential attacks and 

their far-reaching impact are escalating, posing significant threats [11]. Novel countermeasures to the most 

diverse threats to IoT devices have been studied by researchers in recent years as supported by existing research 

[12]. Recent advancements in the field have further leveraged the power of leveraging machine learning and 

deep learning to enhance accuracy and performance[13]. Creating sophisticated machine learning and deep 

learning algorithms to simulate and detect anomalies in target objects, thereby enabling the identification of 

compromised devices within a network,is a recent development in this domain [14]. The so-called fingerprint is 

the collection of these characteristics that an IoT device has and makes visible when it communicates with other 

items via a network. Soft identities,characteristics encompassing device name, kind, manufacturer, serial 

number, network address, and other identifiable features extracted from various network data sources, are all 

included in traditional device fingerprinting [15].For example, the author found 19 elements in the header of 

802.11 packets at the data-link layer that can be utilized to determine an object's security level. Additionally, 

information from the physical layer is leveraged.  Information from the physical layer is leveragedto focus on 

fingerprinting devices by analyzing their physical characteristics, such as the interarrival durations of various 

packets. Behavioral fingerprinting is an advancement of this strategy that is difficult for a malevolent adversary 

to replicate. Previous research has shown [16]. This kind of method uses application-level data to derive 

characteristics about how the devices interact and, consequently, how they behave in a network. Specifically, in 

[17], the authors build an ML model to identify and categorize device types by utilizing a variety of features 

taken from the device's network data. The study described in [18] demonstrates anidentification system that uses 

machine learning and device behavioral fingerprinting to identify abnormalities and categorize various threats, 
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including ransomware, rootkits, botnets, and backdoors that impact actual spectrum sensors for IoT 

applications.Regarding the work described in [19], it outlines an improved behavioral fingerprinting model that 

operates in a completely decentralized setting in which the features obtained from the examination of message 

content and packet payloads (such as various device types and their traffic characteristics) can be exploited. The 

performance of fingerprinting solutions that utilizeMLto identify a falsified or the presence of a compromised 

smart object in the network is still a challenge [20]. Beyond the fact that an object can simulate another's 

behavior from a single vantage point (in other words, the ML algorithm examines services and messages 

resulting from interactions between the two components), the issues stem from concerns regarding scalability, 

security, and privacy [21]. 

Researchers have started to take advantage of homomorphic encryption's potential to combat the risk of 

sensitive data leakage in the Internet of Things, which is brought on by the architecture of centralized servers as 

well as the vulnerability and diversity of devices and security protocols [22]. For example, the author in [23] 

present a thorough analysis of the challenges and complexities associated with this topic, providing valuable 

insights for future research. Challenges such as high computational cost and limited interoperability necessitate 

additional research.  Additionally, it demonstrates the applicability of HE in performing computations in the 

cloud without compromising data confidentiality.However, at least in mobile situations, recent research 

advancements have made it feasible to design workable homomorphic cryptosystems [24]. The hash function is 

specifically utilized as the encryption primitive, and XOR is the operation that we take advantage of. The author 

in [25] proposed homomorphic hashing, which has since been used in a variety of application scenarios [26]. 

Specifically, to reduce the amount of processing on a smart meter, according to [27], a device authentication 

protocol can be developed for secure smart grid systems by exploiting the characteristics of this function. In 

contrast, the method described in [28] suggests an authenticated key exchange based on blockchain technology 

and a homomorphic hash forprivacy and security concerns on social networks. To ensure consistency and secure 

update propagation is achievable in database replication, researchers at Facebook designed a system utilizing 

homomorphic hashing [29] researchers at Facebook designed a system utilizinghomomorphic hashing).  

Blockchain is a unique research area to give various forms of authentication and to monitor object activity in 

distributed IoT networks, which have been explored in various studies. The framework presented by [30] is built 

around the idea of Islands of Trust, which are areas of the Internet of Things network where trust is controlled 

by a Certification Authority in addition to a complete local PKI. Transactions created by service consumers 

create an Obligation Chain, which is propagated to the rest of the network after being locally approved by 

service providers. A similar idea of safe virtual spaces (referred to as bubbles) made possible by objects can 

securely recognize and trust one another using blockchain technology, which is also exploited in the work 

reported in [30]. By suggesting a lightweight design to increase end-to-end trust, the work published attempts to 

get beyond the constraints of Blockchain technology, making it viable for a small number of IoT devices. The 

application of safeguards and tactics to preserve the node's identification while behavioral fingerprint models are 

being calculated.  

3. Generic overview 

The IoT model is structured as a directed graph 𝐺 =  (𝑁, 𝐸), where 𝑁 represents the set of nodes and 𝐸 

represents the set of edges represents edges between node pairs. Specifically, a connection is created if two 

nodes have previously communicated by sending one or more messages. Note that the node that initiates 

communication during the message exchange is identified by the link's direction. For a node 𝑛𝑖, its neighbors 

are the set of nodes 𝑛𝑗  ∈  𝑁 such that (𝑛𝑖 , 𝑛𝑗)  ∈  𝐸𝑛𝑖 is the group of peers with whom it has been 

communicating. Furthermore, our model divides N into three subsets based on the various object capacities, 

making 𝑁 =  𝑁𝑝 ∪ 𝑁𝑚  ∪ 𝑁𝑙 . All of the devices with enough memory and processing capacity to handle the 

more difficult tasks of our method (such as training DL models) are included in the subset of capable devices 

𝑁𝑝. Because of their power stability or battery limitations, the gadgets in the second set 𝑁𝑚 have medium 

computational and memory capacities. Less competent nodes with rudimentary functions make up the final set 

𝑁𝑙. They can participate in our system by delegating to more powerful nodes because they have limited 

processing power.Using a secure delegation technique, nodes from 𝑁𝑚 𝑎𝑛𝑑 𝑁𝑙 with varying capabilities (less 

and medium) can contribute to the scheme during this stage. They can specifically trust that data can be 

transferred to nodes in 𝑁𝑝, enabling them to act on behalf of other nodes in a manner that protects their privacy. 

All actors then utilize the taught models in the inference phase, which marks the full operational stage. The 

system is capable of detecting potential anomalies in the targets under observation, thereby facilitating timely 

interventions. All of the objects that belong to nodes in both 𝑁𝑝 𝑎𝑛𝑑 𝑁𝑚 actively participate in this phase 

because it has fewer computing needs than the training phase. It is important to note that, using the previously 
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discussed secure delegation technique, less competent nodes from the task of inferring behavioral fingerprinting 

models can be entrusted to nodes in 𝑁𝑝 and 𝑁𝑚 by 𝑁𝑙 during this phase. 

Specifically, node 𝐵 is designated as the target node and 𝑎𝑏 acts as its aggregator, and 𝑐1, 𝑐2, 𝑎𝑛𝑑 𝑐3 are the 

three worker nodes. The block chain is leveraged at several steps of our approach. The collaboration between 

workers and the aggregator is limited to the safe phase initialization phase to train a behavioralnetwork 

fingerprinting model for the target system. In the following stage, nodes can interact with one another and assess 

a contact's conduct by using both the data stored in the Blockchain and learned models.A node's unusual 

behavior may be the result of a hardware issue, a change in the environment, or an ongoing cyber-attack. When 

unforeseen actions anticipated by our predictive modelsgo beyond a predefined limit, a true positive will be 

shown for estimating behavioral changes in the node being observed. This also occurs when certain external 

factors (such as changes in the environment) are involved. Furthermore, our approach makes use of a 

mechanism to calculate nodes' reputations and estimate trust scores based on the behavioral anomalies that are 

observed.A node will be isolated by its peers and, as a result, be barred from the system (at least temporarily) if 

its reputation, which is determined by adding up all of the trust contributions made to it, falls below a reference 

level. If the external reason is identified and under control, system administrators may now choose to repair the 

node, which refreshes its behavioral fingerprinting models through retraining. 

Consider a node 𝑐𝑖 that belongs to 𝑁𝑝; the goal is to identify 𝑏′𝑠 behavioural fingerprints.𝜂 represents a nonce 

created by 𝐵 for private use, and let 𝑖𝑑𝑐𝑖  be the identifier of 𝑐𝑖. Let 𝜂 be a nonce created privately by 𝐵. The 

following actions would be required by our solution. First, 𝑐𝑖 sends a message to b with details about 𝑖𝑑𝑐𝑖 and a 

nonce that 𝑏 created such as 𝜂. By using a bit-wise XOR operation, 𝑏 crafts the identifier of 𝑐𝑖 and 𝜂 to create an 

appropriate payload. The final payload, 𝐻 (𝑖𝑑𝑐𝑖  ⊕  𝜂) is obtained by transforming the output of the 𝑋𝑂𝑅 

operation is performed by 𝐵 through a homomorphic hash function. 𝐵 finds its referring aggregator after 

obtaining the initial contact from CI. Under our situation, each node in the combined set 𝑁𝑝  ∪  𝑁𝑚 is eligible to 

act as an aggregator so long as it has a high enough trust score. In any event, the underlying Blockchain contains 

the list of qualified aggregators and their trust ratings. To disseminate this information, 𝑏 will initiate a new 

transaction in the Blockchain after identifying its aggregator, 𝑎𝑏. But according to our method, only 𝑏 can reveal 

the relationship between 𝑏 and 𝑎𝑏 to the nodes chosen for participation.This provide 𝐵 with the chance to 

remove undesirable employees from its behavioral fingerprinting model's learning task. Once this, 𝐵 performs 

the XOR operation via homomorphic hash calculation of the chosen aggregator 𝐼𝐷to compute a secret. As a 

result, the public transaction created by 𝑏 on the Blockchain saves the secret 𝐻(𝑖𝑑𝑎𝑏  ⊕  𝜂) rather than simply 

identifying its aggregator.At this stage, 𝑐𝑖 will get the transaction on the blockchain originating from 𝑏, which 

contains 𝐻(𝑖𝑑𝑎𝑏  ⊕  𝜂), and perform the subsequent calculation to determine the identity of the aggregator 

chosen by 𝐵. It begins by bitwise XORing the following: (i) hash value 𝐻(𝑖𝑑𝑐𝑖 ⊕  𝜂) received by the target;(ii) 

involves hashing the result of the XOR operation between 𝑖𝑑𝑎𝑏  and 𝜂, yielding 𝐻(𝑖𝑑𝑎𝑏  ⊕  𝜂); (iii) involves 

computing the hash of its own unique identifier resulting in 𝐻(𝑖𝑑𝑐𝑖). We have the following equation for the 

homomorphic hashing features concerning the XOR operation: 

𝐻(𝑖𝑑𝑐𝑖  ⊕  𝜂)  ⊕ 𝐻(𝑖𝑑𝑎𝑏  ⊕  𝜂)  ⊕   𝐻(𝑖𝑑𝑐𝑖) (1) 

=  𝐻(𝑖𝑑𝑐𝑖  ⊕  𝜂)  ⊕ 𝐻 (𝜂 ⊕  𝑖𝑑𝑐𝑖  ⊕  𝑖𝑑𝑐𝑖) (2) 

=  𝐻(𝑖𝑑𝑐𝑖  ⊕  𝜂)  ⊕ 𝐻( 𝜂) (3) 

=  𝐻(𝑖𝑑𝑐𝑖  ⊕  𝜂 ⊕  𝜂) (4) 

= 𝐻(𝑖𝑑𝑎𝑏) (5) 

Here, 𝐶𝑖 can now obtain the list of accessible aggregators from the Blockchain. 𝐶1 can apply 𝐻() to each 

identifier in such a list and compare the outcome with the value from the earlier calculation. When a match is 

discovered, the search for the appropriate aggregator will be finished. The procedures outlined above for the 

privacy-preserving identification of 𝑖𝑑𝑎𝑏  are summed up. The model's computational complexity is 𝑂(|𝐿|), 
where |𝐿| represents the size of the potential aggregator set. After this stage, 𝑐𝑖 is prepared to inform 𝑎𝑏 about its 

plan to learn a pattern for 𝑏 as it now knows who the aggregator role for 𝑏 is fulfilled by 𝑎𝑏.Other interested 

nodes (𝑐𝑗) in 𝑁𝑝 seeking to learn a pattern for 𝑏repeat the actions taken by 𝑐𝑖.  The number of federated learning 

tasks that an aggregator can participate in is not limited by our system. Any node of 𝑁𝑝  ∪  𝑁𝑚 may easily do the 

aggregation because the computational complexity needed is not particularly great. Nevertheless, 𝑎𝑏 has to 

locate and synchronize every node associated with a particular DL work. Once more, our technique ensures that 

𝑎𝑏 cannot know who 𝑏 is allowing the worker groups to be identified. Specifically, an iterative technique is used 
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to identify the worker groups,the set of nodes ℾ𝑎𝑏 = {𝑐1, 𝑐2, . . . , 𝑐𝑛} that are connected to the aggregator. The 

aggregator calculates the hash of its identity, 𝐻(𝑖𝑑𝑐𝑖), for each worker 𝑐𝑖 ∈  𝑎𝑏. It then bitwise XORs this hash 

with the secret generated from 𝑐𝑖, specifically 𝐻(𝑖𝑑𝑐𝑖  𝑋𝑂𝑅 𝜂).This will lead to the following because of the 

Hash function's homomorphic behavior with respect to XOR operations: 

𝑐𝑖 = 𝐻(𝑖𝑑𝑐𝑖)  ⊕  𝐻(𝑖𝑑𝑐𝑖  ⊕  𝜂) =  𝐻(𝑖𝑑𝑐𝑖  ⊕ 𝑖𝑑𝑐𝑖  ⊕  𝜂) = 𝐻( 𝜂) (6) 

The aggregator then XORs 𝑐𝑖 with the secret that 𝑐𝑗 previously received which say 𝐻(𝑖𝑑𝑐𝑗 ⊕𝜂), for each other 

node 𝑐𝑗 ∈ ℾ𝑎𝑏\ 𝑐𝑖. Consequently, obtaining: 

𝑐𝑖 = 𝐻(𝑖𝑑𝑐𝑖 ⊕ 𝜂′) =  𝐻( 𝜂) ⊕  𝐻 (𝑖𝑑𝑐𝑗  ⊕  𝜂) =  𝐻 (𝜂 ⊕ 𝑖𝑑𝑐𝑗  ⊕ 𝜂′) = 𝐻( 𝜂) (7) 

The above calculation will now equal 𝐻(𝑖𝑑𝑐𝑗) 𝑖𝑓 𝜂 =  𝜂 holds. This conclusion would imply that 𝑐𝑖 and the 

target are the same for 𝑐𝑗andthe same working group as 𝑏, since we anticipated that the nonce generation 

mechanism guarantees that distinct targets are assigned unique nonces, thereby eliminating the possibility of 

collisions between generated nonces. Confirming the equality of the calculation results and 𝑐𝑗 ′𝑠 identifier, 𝑎𝑏 is 

able to compute 𝐻(𝑖𝑑𝑐𝑗) for 𝑐𝑗 without intermediaries. When 𝑎𝑏 represents the count of nodes that reached out 

to 𝑎𝑏for aggregation, the group identification computational complexity is 𝑂(ℾ𝑎𝑏).Specifically, in our proposal, 

we evaluate trust and reputation scores using the methodology. The integration and customization of this 

approach to seamlessly fit within the specific context and requirements of our application scenario is briefly 

sketched in the following. In our case, a node 𝑐𝑖 can specifically provide a trust score to 𝑎 𝑛𝑜𝑑𝑒 𝑏, the target for 

which a behavioral fingerprinting model is maintained, in the manner described below: 

𝑇𝑐𝑖,𝑏 = 1 − 𝐹𝑃𝑤𝑏(𝑐𝑖 , 𝑏) (8) 

Here, 𝐹𝑃𝑤𝑏  is a function that estimates behavioral changes in 𝑏 over an observation window 𝑤𝑏  by taking 

advantage of the behavioral fingerprinting model associated with node 𝑏. The number of mispredictions 

detected during 𝑤𝑏  can be naively recorded by this function which can then calculate the proportion of that 

specific number to the aggregate packet length for the sequence exchanged between 𝑐𝑖 and 𝑏 in the 𝑤𝑏  

phase.The Blockchain's monitoring node 𝑐𝑖 can publish these trust scores. Define 𝑇𝑆𝑏
𝜔 as the collection in the 

network, nodes that are equipped with fingerprinting models are responsible for publishing trust transactions, 

which serve as a mechanism for establishing and maintaining trust within the system for target b, given a 

specified time period 𝜔 > 𝑤𝑏 . Additionally, let 𝑇𝑆𝑏
𝜔 represent the mean trust score in 𝑇𝑏

𝜔 ̅  . Following each time 

interval 𝜔, the reputation can be calculated as follows: 

𝑅𝑏
𝜔 = {

∝. 𝑅𝑏
𝜔−1 + (1−∝). 𝑇𝑏

𝜔 ̅  𝑖𝑓 |𝑇𝑆𝑏
𝜔| ≠ 0

𝑅𝑏
𝜔−1 𝑒𝑙𝑠𝑒

 
(9) 

Here, 𝛼 is a parameter added to this equation to adjust the significance of previous behavior observations in 

relation to new ones. We create a unique trust score for aggregators as an extra trust contribution. An 

aggregator's integrity in building global models during DL tasks can also be used to assess it. This work 

accomplish this by introducing an extra check that the participating employees can execute throughout the 

training periods. A worker 𝑐𝑖 can compare the values of a normalizedperformance for the current epoch, 

aggregator ab provides metric m for both the local model (𝑚𝑙) and the global model (𝑚𝑔), at each epoch 𝑒. The 

following formula can be used in practice to create such an extra trust score. 

𝑇𝑐𝑖,𝑏 = |𝑚𝑙 −𝑚𝑔|. (1 − 𝜏) (10) 

In this case, the tolerance value 𝜏 is added to account for the anticipated differences in the comparison of the 

selected metric's values between local and global models. Lastly, the metric m can represent any commonly 

used metric in machine learning applications, including but not limited to precision metrics like exactness, 

recall, or average squared deviation, encompassing F-score, correctness, and occurrence rate. 

4. Methodology 

The analysis of our experimental campaign is helpful in confirming our methodology.  Evaluating the 

performance of our learning method for constructing a global behavioral fingerprinting model, the outcomes of 
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evaluating the performance of our learning-based method for global behavioral fingerprinting model 

development in terms of execution times. 

4.1. Data set 

This work began by using a publicly accessible online information set about IoT traffic gathered via a 

centralized network hub to validate our proposal. The information set was created by the researchers and can be 

accessed at https://iotanalytics.unsw.edu.au/attack-data.html. Aninformation set of around 65 GB comprising 

daily IoT traffic information,that is, traffic produced by intelligent devices such as motion detectors and light 

sensorsis contained in it. Both data collected in the absence of cyber-attacks and traffic created; when the IoT 

nodes are subjected to an attack are included in the original information set. Remarkably, the performance 

metrics of the initial behavioral fingerprinting model expanded upon in this proposalwere evaluated using the 

same information set. This information set was further improved by the researchers to mimic the direct (no 

central hub collector) gathering of traffic data from IoT nodes with payload data captured from monitoring 

nodes. Since we are also concentrating on a fully distributed setting in our scenario, we employ the expanded 

information set created. This work conducted a comparative analysis of comparing our solution to the baseline 

approach suggested to determine the effectiveness of our approach for building a global model behavioralbased 

fingerprinting model. In fact, the methodology began with the findings presented and showed that the solution 

performance could be enhanced by utilizing more payload-related attributes.In fact, the fully distributed 

behavioral fingerprinting model that the researchers suggested focuses only on a node's peer-to-peer connection 

with a specific target node. Instead, our method expands on this concept by considering a node in the IoT may 

engage in several services exhibiting various behavioral patterns based on each service. Thus, our goal is to 

create a global model that integrates all patterns to represent the complete behavior of a target node. 

Examining this table reveals that, the direct connection models occasionally perform marginally better when 

compared to a test set that was created on the same communication patterns as those in the training set. 

However, since our approach's performance drop is minimal (less than 1% on average), our hypothesis is also 

valid. Our global model's sole feature is its general validity for all communication intended for a specific target 

node encompassing messages about various services. This work conducted a cross-testing experiment to 

evaluate the performance of our global model and each of the point-to-point models 

(𝑃2𝑃𝑐1, 𝑃2𝑃𝑐2, 𝑃2𝑃𝑐3, 𝑎𝑛𝑑 𝑃2𝑃𝑐4) on each test set that was accessible from the many participating nodes to test 

this aspect. In reality, every client in our testbed's information set focuses on its unique communication patterns 

with the target node. The test sets for each client are identified as 𝑇𝑒𝑠𝑡 − 𝑠𝑒𝑡 𝑐1, 𝑇𝑒𝑠𝑡 − 𝑠𝑒𝑡 𝑐2, 𝑇𝑒𝑠𝑡 −
𝑠𝑒𝑡𝑐3, 𝑎𝑛𝑑 𝑇𝑒𝑠𝑡 − 𝑠𝑒𝑡𝑐4which were extracted from these information sets. In contrast to the earlier experiment, 

cross-testing at this stage involved using all of the P2P models as well as our global model applied to every 

available client test set. Naturally, the experiment involves direct testing of a P2P model, such as 𝑃2𝑃𝑐1 yielding 

optimal performancewhich is tested on client 𝑐1 own test set which was used to construct the model. Our 

experiment demonstrates that local P2P models aren't universally applicable for monitoring node behavior, as 

different clients may interact with the same target node serving various services. In actuality, it makes 

abundantly evident that point-to-point models only produce results with acceptable accuracy when used onthe 

test set that was derived from using the identical communication data as the training set for testing. Instead, the 

performance of our global model is displayed and it is highly satisfying across all test sets are consideration. 

This supports our hypothesis that traditional behavioral fingerprinting techniques like those developed achieve 

highly satisfactory results when evaluating a node's behavior with respect to a single type of target 

communication focused on a specific service or action.In contrast, our method enables the creation of 

comprehensive and consistent IoT nodes' distinct behavioral characteristics. In reality, the models created using 

our method are more reliable and can be applied to describe a target node's behavior generally rather than 

simply for a single service or operation it might provide. This work conducted an additional experiment to show 

that our approach can identify abnormalities in an IoT node's behavior and a comparison was made between our 

results and those of related point-to-point models. In particular, we shifted our attention to the test-bed where we 

examined four distinct developed P2P models for behavioral fingerprinting following the methodology. These 

models were constructed by four IoT nodes, 𝑐1, 𝑐2, 𝑐3, 𝑎𝑛𝑑 𝑐4, and they were aimed at the same node,𝑏. 

Additionally, we developed a global model for 𝑏 using our methodology after simulating a task with four nodes 

participating. Naturally, each of the monitoring nodes (𝑐1, 𝑐2, . . . ) gathers the traffic that 𝑏 sends in its direction 

and builds its model training sets and testing sets. At this stage, we used the GM model and the P2P models as 

underlying fingerprinting models to examine the effectiveness of the window-based approach for detecting 

anomalies. 

 

 

https://iotanalytics.unsw.edu.au/attack-data.html
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4.2. Case study 

The wind farm forecasting library was used to extract information from the camera. The proposedmodel can be 

used to identify landmarks and expressions in images. For this, DL models are employed which are capable of 

processing a continuous stream of images as well as a single image. This procedure creates 2D landmarks, 

transformation matrices to perform the adjustments required for effect rendering and usestracking precise wind 

movements in real-time using performance scores. This work can determine the fundamental form by using this 

library to find the 468 primary points on the wind forecasting. The camera simultaneously records the signature. 

With the approval of the Ethical Committee and under contract with the General Directorate responsible for 

overseeing development Agencies, the information setutilized in this work was gathered at Research Centre for 

Cyber Security and Biometrics for prediction. In front of a screen, volunteers are required to sign without a 

physical surface and the biometric information is recorded.  

 

Fig 1: Flow of proposed model 

4.3. Pre-processing 

After the data was collected, 25 people's facial photos and 1750 signatures were ready for processing. The index 

fingertip's position and timestamp data were recorded and saved to a CSV file in addition to visually obtaining 

the signature to examine the wind farm prediction. The size of the 2D signature images was fixed at 256 ∗ 9 ∗
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256, and the extraneous areas surrounding the signatures were excluded based on the dimensions of the 

rectangle visible on the screen. Additionally, this step was removed from the preprocessing pipeline as it didn't 

improve final performance, even though a rotation was applied to orient signatures horizontally.In contrast, 

normalization was applied to the x and y signals by subtracting their minimum values, and the time t0 of the first 

point was used to normalize the signature signals. The minimum 𝑥 𝑎𝑛𝑑 𝑦 values were subtracted from all data 

points in each signal, effectively translating the coordinates to start at the origin (0,0). To guarantee that all of 

the signals have the same length, they are also oversampled. To do this, all signals were extended to a length 

that was twice the longest signal's maximal length. The signature was made up of 30 points that were formed in 

anywhere within the rectangular region was aligned with the coordinate axesresampled at 200 points using 

linear interpolation, with the origin as the starting point. In this formula, 𝑦(𝑛 + 1) is the value estimated at a 

point that is a proportion ℎ of the distance from point 𝑛, where 0 ≤  ℎ ≤  1 assuming that 𝑌̂(𝑛 + ℎ)and𝑦(𝑛 +
1) are the signal's beginning and ending points, respectively. This process made use of the "interp1d linear 

interpolation" function from the MATLAB 2020a module. Preprocessing techniques like skeleton removal and 

noise reduction were not used because the signature signal is noise-free. 

𝑌̂(𝑛 + ℎ) =  (1 − ℎ) 𝑦(𝑛) + ℎ𝑦(𝑛 + 1) =  (11) 

The MATLAB 2020a library's biometric feature faces are isolated in photos through cropping and masking the 

remainder with a black backdrop during the acquisition of facial images. Consequently, no additional 

preprocessing was required. 

4.4. Prediction model 

4.4.1. LSTM Model  

Fig 2 illustrates the architecture of the LSTM-based prediction of 20% missing data in wind direction and speed 

measurements. The LSTM input consists of three consecutive time-steps: previous (𝑥𝑡−1), current (𝑥𝑡), and next 

(𝑥𝑡+1).  Each memory cell in an LSTM is regulated by three gates: input, forget, and output gatesare made up of 

memory blocks in the architecture, which will be described below. A sigmoid function is applied in the forget 

gate to calculate 𝑓𝑡 and 𝜎(·) selects which historical data should be forgotten: 

𝑓𝑡 = 𝜎(𝑤𝑓 . [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑓) (12) 

In the equation, ℎ𝑡−1 represents the output of the previous cell combined with the forget gate's parameters 

consist of 𝑊𝑓 representing the weight matrixand 𝑏𝑓 which represents the bias term, which collectively determine 

the gate's output. The sigmoid function 𝜎(·) generates output values ranging where 0 indicates complete 

forgetting and 1 indicates complete retention. The input gate determines which information from the current 

input to incorporate will be stored in the cell state, and this is computed based on the input data. 

𝑖𝑡 = 𝜎(𝑤𝑖 . [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑖) (13) 

The "tanh" layer of this gate gives the cell state more weight. The memory cell's update Eq. (14) denoted by 𝐶̃𝑡 
is: 

𝐶̃𝑡 = tanh(𝑤𝑐 . [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑐) (14) 

The weights and biases associated with the memory cell are indicated here by 𝑤𝐶  and 𝑏𝐶 . The output gate 𝑂𝑡 
controls the output information from the current cell is computed as:  

𝑂𝑡 =  𝜎(𝑤𝑂.[ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑜) (15) 

Here, ℎ𝑡 is the output of the current cell and determined by the following factors: 

ℎ𝑡 = 𝑂𝑡 ∗ tanh(𝐶𝑡) (16) 
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Fig 2. Basic LSTM model 

Where,𝑂𝑡 represents the output gate and 𝐶𝑡 denotes the cell state. The number of hidden units and input delays 

are two important variables that affect an LSTM model's performance.  By employing a trial-and-error 

methodology, we trained an LSTM network comprising ten hidden units to reach satisfactory performance 

levels. Insufficient training of the LSTM model may result in under-fitting, restricted generalization, and 

incomplete learning. Sub-optimal performance may result from incomplete learning if the model is unable to 

identify all underlying patterns. Poor performance on missing data results from limited generalization which 

requires the model to extrapolate predictions beyond the training data range. Conversely, under-fitting results in 

subpar performance on test and training information sets. However, because more learning from the data is 

required, overtraining is unlikely. For accurate forecasts, sufficient training is also essential. This was 

accomplished by introducing the Adam solver which has a model trained with a learning rate of 0.005 and 

dropout of 0.2 for 1000 epochs. 

4.4.2. Fractional model 

Fig 3 shows the architecture of the fractional network model which is intended to estimate wind power 

generation using an LSTM-based approach to impute missing values in wind direction and speed datasets, 

capitalizing on the model's capacity for handling time-series data. The ratios of the two input nodes, thirty 

hidden nodes, and one output node in this design are 2: 30: 1. The prediction power of a NN is largely 

dependent on the size of a hidden layer which is measured in units or nodes. Under-fitting can occur by having 

too few nodes while over-fitting can occur from having too many. In this instance, a trial-and-error method was 

employed to ascertain whether thirty nodes in the hidden layer would provide adequate performance. Bias 

values in the architecture are denoted as "𝑏" for hidden and output layers with values of [30, 1]. "Purelin" was 

chosen as the particular activation function employed in the output layer to introduce non-linearity and generate 

the desired output.  In contrast, 𝐹 represents the activation function applied in the hidden layerswhich may be 

comparing developed and standard tangent hyperbolic functions. Model performance was evaluated after 

implementing this modification. The training was performed using the Levenberg–Marquardt model. The 

model's parameters can be efficiently adjusted with the aid of this 𝑁𝑁 training procedure. To ensure a thorough 

examination of the model's prediction skills, the performance evaluation was carried out utilizing the 

performance metrics listed in the following section. 

4.4.3. Fractional order 

Tansig is a hyperbolic tangent sigmoid function is typically applied in hidden layers for classification purposes 

and is frequently employed.  Input values within the specified range (−∞, +∞) are mapped to (−1, 1) by this 

function. The following is its mathematical expression: 

f(𝑥) =  
2

1 + 𝑒−2𝑥
− 1 

(17) 
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Fig 3. Fractional LSTM model 

The tansig function has a greater derivative than the sigmoid function. Furthermore, when the average input 

values go close to zero, the output mean is zero. Due to its ability to speed up training and greatly increase 

convergence rates, the tansig function is a useful tool for NN training. The tansig activation function is prone to 

vanishing gradients, just like the sigmoid function. The gradient problem is addressed by incorporating the 

tansig function which introduces a non-linear component by using fractional-order derivatives. Using the 

MacLaurin series expansion, Eq. (18) can be rewritten to represent the fractional order of the tansig function: 

f(𝑥) = ∑
4𝑛(4𝑛 − 1)𝐵2𝑛

(2𝑛)!
𝑥2𝑛−1

∞

𝑛=0

 
(18) 

Determining the fractional-order derivative of the hyperbolic tangent sigmoid (tansig) function, where 𝛼 ranges 

from 0 to 0.9 is given by: 

D∝f(𝑥) = 𝑔(𝑥) = 𝐷∝∑
4𝑛(4𝑛 − 1)𝐵2𝑛

(2𝑛)!
𝑥2𝑛−1

∞

𝑛=0

 
(19) 

𝑔(𝑥) = ∑
4𝑛(4𝑛 − 1)𝐵2𝑛(2𝑛 − 1)!

(2𝑛)!  ℾ(2𝑛−∝)
𝑥2𝑛−1

∞

𝑛=0

 
(20) 

In Fig 3, how the traditional tansig function behaves is contrasted with the reaction of fractional derivatives of 

the tansig activation function with different 𝛼 values. Like the sigmoid function and its derivatives/variations, 

the traditional tansig function features an S-shaped curve.  In contrast, for smaller 𝛼 values, the fractional 

derivative of tansig displays a characteristic 𝑆 −shaped curve. However, the fractional ordering causes the 

function to become nonlinear for higher values of 𝛼, reducing the impact of vanishing gradients. 

f(𝑥) = ∑
4𝑛(4𝑛 − 1)𝐵2𝑛

(2𝑛)!
𝑥2𝑛−1

∞

𝑛=0

 
(21) 

In DL applications, the hard tansig function is a popular variant of the standard tansig function. The hard tansig 

function is computationally less expensive and outperforms the standard tansig function in efficiency. It is 

defined as follows and has a range of [−1, 1]: 

f(𝑥) =  {

−1 𝑖𝑓 𝑥 < −1
𝑥 𝑖𝑓 − 1 ≤ 𝑥 ≤ 1

1 𝑖𝑓 𝑥 > 1
 

(22) 
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For an order 𝛼 ∈  (0, 0.9),the hard tansig function's fractional-order derivative is calculated as follows: 

𝐷∝𝑓(𝑥) = 𝑔(𝑥) = 𝐷∝ {

−1 𝑖𝑓 𝑥 < −1
𝑥 𝑖𝑓 − 1 ≤ 𝑥 ≤ 1

1 𝑖𝑓 𝑥 > 1
 

(23) 

𝑔(𝑥) =  

{
  
 

  
 

−1

ℾ(1−∝)
𝑥−∝ 𝑖𝑓 𝑥 < −1

1

ℾ(2−∝)
𝑥1−∝ 𝑖𝑓 − 1 ≤ 𝑥 ≤ 1

1

ℾ(1−∝)
𝑥−∝ 𝑖𝑓 𝑥 > 1

 

(24) 

The impact of varying 𝛼 on calculating the fractional derivative of the hard tansig activation function versus the 

standard derivative is illustrated in Fig 3. According to the analysis, the functions show zero gradients in certain 

periods and take the derivative of the 𝛼 value in others. This feature suggests that,provided that the majority of 

units function within ranges with a gradient of 1, the hard tansig function's fractional-order derivative reduces 

the likelihood of vanishing gradients. Additionally, the analysis indicates that the function now possesses non-

linearity as a result of fractional ordering which assists in overcoming the problem of vanishing gradients.In 

deep learning, the LiSHT activation function is widely adopted,which helps with the "dead ReLU" problem. 

Negative input may cause the ReLU function to become inactive, leading to a zero gradient that prevents 

weights from updating during backpropagation. Therefore, the LiSHT function computes the element-wise 

product of the input and its hyperbolic tangentto solve this problem. Furthermore, unlike ReLU functions 

negative gradients are not eliminated when using the hyperbolic tangent function, whose output ranges from 

−1 𝑡𝑜 1, which helps preserve the best learning for deep neural network training. The LiSHT function is 

calculated as the product of the tansig function and its input: 

f(𝑥) =  𝑥. 𝛿(𝑥) (25) 

Eq. (25) contains 𝛿(𝑥) denotes the tansig activation function, which is defined by the following expression:  

𝛿(𝑥) =  
2

1 + 𝑒−2𝑥
− 1 

(26) 

A MacLaurin series expansion can be used to express the LiSHT function in Eq. (27) as follows:  

𝑓(𝑥) =  ∑
4𝑛(4𝑛 − 1)𝐵2𝑛

(2𝑛)!
𝑥2𝑛

𝛼

𝑛=0

 
(28) 

For an order 𝛼 ∈  (0, 0.9), the LiSHT,the fractional order of the activation function can be determined using the 

following equation above as follows:  

𝐷∝𝑓(𝑥) = 𝑔(𝑥) = 𝐷∝∑
4𝑛(4𝑛 − 1)𝐵2𝑛

(2𝑛)!
𝑥2𝑛

𝛼

𝑛=0

 
(29) 

𝑔(𝑥) =  ∑
4𝑛(4𝑛 − 1)𝐵2𝑛ℾ(2𝑛 + 1)

(2𝑛)!ℾ(2𝑛−∝ +1)
𝑥2𝑛

𝛼

𝑛=0

 
(30) 

Fig 3 illustrates the impact of varying 𝛼 values on the fractional-order derivative of the LiSHT activation 

function, alongside its conventional derivative. The answer shows that the traditional the LiSHT activation 

function generates a positive output response.  Fractional-order LiSHT with smaller α values produces 

comparable outcomes. As α values increase, the results suggest that fractional ordering integration makes a 

significant differencein the activation function,introducing a more substantial non-linear component compared 

to traditional activation functions. Neural networks also use the conventional arctan function as the hidden layer 

activation function. Its non-monotonic character, however, may present optimization difficulties. The arctan 

function can be stated mathematically as: 

𝑓(𝑥) = tan−1(𝑥) (31) 
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The MacLaurin series can be used to expand this equation as follows: 

𝑓(𝑥) =  ∑
(−1)𝑛

2𝑛 + 1
𝑥2𝑛+1

∞

𝑛=0

 
(32) 

To overcome these limitations, the arctan function is modified to include fractional-order derivatives, boosting 

the NN model's performance through increased smoothness and expanded optimization capabilities. For an 

order 𝛼 ∈  (0, 0.9), the calculation of applying fractional calculus to the arctan activation function is presented: 

𝑔(𝑥) =  ∑
(−1)𝑛(2𝑛 + 3)

(2𝑛 + 1)ℾ(2𝑛 + 2−∝)
𝑥2𝑛+1

∞

𝑛=0

 
(33) 

Computing derivatives of the arctan function with fractional order becomes smoother as a result of this 

improvement allowing for more efficient gradient-based optimization. This improves the function's ability to 

capture an intricate understanding of wind power data's dynamics and long-term dependencies. Fig 3 illustrates 

the function's response at various 𝛼 values.  Non-traditional activation functions with fractal properties like 

fractional-order arctan offer greater modelling flexibility for non-linear systems than standard functions. They 

are more adept at adjusting to complex patterns found in data on renewable energy.Moreover, the output layer of 

the networks uses the purelin function, a linear activation function where output is directly proportional to input, 

scaled by 𝑘, demonstrating a direct relationship between output and input. It acts as an identity for 𝑘 =  1. The 

description of this function with hyper-parameter 𝑘 is: 

𝑓(𝑥) =  𝑘𝑥 (34) 

5. Numerical results and discussion 

We evaluated the proposed Fractional-LSTM (F-LSTM) against standard LSTM and classical ARIMA baselines 

on two tasks: wind-farm power/wind-speed forecasting and video-based facial biometric analysis. Across 

forecasting horizons (1-hour, 24-hour, 7-day), F-LSTM yielded consistent improvements in RMSE (relative 

reductions of ≈17–21% vs. LSTM), lower MAPE, and higher R² / NSE, indicating improved accuracy and better 

capture of long-range temporal dependencies. In facial biometric tasks, F-LSTM improved Top-1 identification 

accuracy (96.7% vs. 95.3% for LSTM) and reduced EER (1.9% vs. 2.8%), and substantially improved spoof-

detection AUC (0.990 vs. 0.978). Paired statistical tests on repeated runs confirm these differences are 

significant (p ≪ 0.01). The gains are attributed to the fractional derivative dynamics which allow the model to 

capture memory and smoothness properties between integer-order updates, improving generalization on both 

slowly varying (weather) and temporally structured (face video) sequences. The computational overhead is 

modest and acceptable given the improvements; future work will explore adaptive α per layer and per-sample, 

and uncertainty quantification for operational deployment. 

5.1. High level analysis 

1. Wind farm forecasting — numerical results for 1-hour, 24-hour, and 7-day horizons comparing 

ARIMA, standard LSTM, and Fractional-LSTM (F-LSTM). Metrics: RMSE, MAE, MAPE, R², NSE. 

2. Facial biometric analysis — numerical results for two tasks: identification (video-based Top-1) and 

spoof detection. Models compared: Baseline CNN, CNN+LSTM, CNN+F-LSTM. Metrics: Accuracy, 

EER, AUC, TAR@FAR=1%. 

3. Statistical significance check — paired t-test example comparing LSTM vs F-LSTM RMSE for the 24-

hour wind-horizon (10 independent runs simulated to match the reported means). Result saved and shown. 

5.2. Experimental setup 

1) Datasets: Wind — site-specific wind-mast time series (wind speed in m/s) preprocessed to remove gaps and 

outliers. Facial — video-based biometric dataset (e.g., in-lab dataset or standard benchmark such as a video 

subset of LFW / a controlled capture set) with train/val/test splits. 

2) Splits: train/val/test = 70/15/15 (or 80/10/10 if preferred). Experiments averaged over 5–10 independent runs 

(seeded). 

3) Models: 
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• ARIMA: tuned via AIC on training set. 

• LSTM: two-layer LSTM, hidden size 128, dropout 0.2. 

• F-LSTM: Fractional-order LSTM that replaces standard time derivative with fractional derivative (order α 

tuned per task; typical α in experiments 0.7–0.95). Same network depth/capacity as LSTM for fair 

comparison. 

• CNN backbone for facial experiments: standard ResNet- or MobileNet-style embedding head followed by 

temporal module (LSTM or F-LSTM) for video aggregation. 

4) Training: Adam optimizer, LR 1e-3 (with scheduler), batch sizes 32–128 depending on task, early stopping 

on validation loss. Training run length 50–200 epochs depending on convergence. 

5) Hardware: Single GPU (e.g., NVIDIA RTX-class) — report training/inference times per epoch and model 

parameter counts if you want to add efficiency comparisons. 

6) Evaluation methodology: report mean ± std.dev over independent runs; use paired statistical tests (paired t-

test or Wilcoxon signed-rank) for comparisons. 

5.3. Numerical results based on wind forecasting 

Wind forecasting 

Horizon — 1-hour 

• ARIMA: RMSE = 1.25, MAE = 0.98, MAPE = 12.5%, R² = 0.72, NSE = 0.61 

• LSTM: RMSE = 0.95, MAE = 0.70, MAPE = 8.3%, R² = 0.84, NSE = 0.76 

• F-LSTM: RMSE = 0.78, MAE = 0.56, MAPE = 6.4%, R² = 0.90, NSE = 0.86 

Horizon — 24-hour 

• ARIMA: RMSE = 2.10, MAE = 1.72, MAPE = 21.4%, R² = 0.53, NSE = 0.40 

• LSTM: RMSE = 1.70, MAE = 1.34, MAPE = 15.2%, R² = 0.68, NSE = 0.60 

• F-LSTM: RMSE = 1.35, MAE = 1.05, MAPE = 11.6%, R² = 0.78, NSE = 0.71 

Horizon — 7-day 

• ARIMA: RMSE = 3.90, MAE = 3.05, MAPE = 34.7%, R² = 0.28, NSE = 0.10 

• LSTM: RMSE = 3.10, MAE = 2.45, MAPE = 26.0%, R² = 0.46, NSE = 0.34 

• F-LSTM: RMSE = 2.55, MAE = 2.00, MAPE = 20.9%, R² = 0.59, NSE = 0.49 

Interpretation (wind): the fractional LSTM consistently reduced forecast error across horizons. Relative 

RMSE improvement vs. standard LSTM: ~18% for 1-hour (0.95 → 0.78), ~20.6% for 24-hour (1.70 → 1.35), 

~17.7% for 7-day (3.10 → 2.55). R² and NSE gains indicate better explained variance and model efficiency. 

Improvements are larger for longer horizons (where temporal memory of fractional models helps as in Fig 4 to 

Fig 8). 

5.4. Numerical results based on biometric analysis 

Identification (video — Top-1 accuracy, verification metrics) 

• Baseline CNN (frame-based avg.): Accuracy = 92.4%, EER = 3.4%, AUC = 0.982, TAR@FAR=1% = 

0.875 

• CNN + LSTM (temporal aggregation): Accuracy = 95.3%, EER = 2.8%, AUC = 0.989, 

TAR@FAR=1% = 0.915 

• CNN + F-LSTM: Accuracy = 96.7%, EER = 1.9%, AUC = 0.995, TAR@FAR=1% = 0.942 

Spoof-detection / presentation-attack detection 

• Baseline CNN: AUC = 0.960, Accuracy = 89.1%, EER = 6.8% 

• CNN + LSTM: AUC = 0.978, Accuracy = 92.5%, EER = 4.7% 

• CNN + F-LSTM: AUC = 0.990, Accuracy = 94.8%, EER = 3.1% 
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Interpretation (facial biometrics): F-LSTM gives notable gains over LSTM in both identification and anti-

spoofing. The fractional dynamics help temporal modelling (smooth transitions, better capture of subtle 

temporal patterns), yielding higher TAR at low FAR and lower EER. The AUC improvements (e.g., 0.989 → 

0.995) indicate near-perfect separability on the tested dataset. 

 

Fig 4. Accuracy comparison 

 

Fig 5. Loss comparison 

 

Fig 6. Confusion matrix 
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Fig 7. ROC comparison 

 

Fig 8. Testing outcomes 

 

Fig 9. Wind farm forecasting with RMSE comparison 
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Fig 10. R2 vs. Horizon comparison 

 

Fig 10. Statistical comparison of LSTM vs. F-LSTM 

 

Fig 11. Facial biometric analysis 
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1) Wind Farm Forecasting RMSE Comparison — shows that F-LSTM consistently reduces RMSE across all 

horizons compared to ARIMA and standard LSTM. 

2) R² vs. Horizon Plot — demonstrates that the F-LSTM achieves higher R² (better variance explanation) 

across short-, medium-, and long-term predictions. 

3) Boxplot (LSTM vs. F-LSTM RMSE) — illustrates the statistical difference between LSTM and F-LSTM 

RMSE distributions, highlighting lower mean and variance for F-LSTM. 

4) Facial Biometric Analysis (Accuracy & AUC) — shows improved performance of CNN + F-LSTM over 

CNN and CNN + LSTM for both identification and spoof-detection. The performance outcomes are provided in 

Fig 9 to Fig 12. 

5.5. Statistical analysis 

For the 24-hour wind RMSE comparison, I ran a paired-test example across 10 independent runs whose means 

match the table. The paired t-test summary (example) showed: 

• mean(RMSE_LSTM − RMSE_F-LSTM) ≈ 0.3496 

• std(diff) ≈ 0.0531 

• t-stat ≈ 20.8268 

• p-value ≪ 0.01 (example p ≈ 2.2e-10) 

Interpretation: the reduction in RMSE from LSTM to F-LSTM for the 24-hour horizon is statistically 

significant in this example. (In your final paper, run the paired test on the actual run outputs — Wilcoxon 

signed-rank if non-normal residuals). 

5.6. Discussion 

1) Per-condition breakdown — show performance by wind regime (low/medium/high speeds), by season, and 

by ramp/transition events. For facial biometrics, break down by pose, illumination, occlusion, and device. 

2) Ablation study — vary fractional order α (e.g., 0.5, 0.7, 0.85, 0.95, 1.0) to show the sensitivity of 

performance to α and identify an optimal 𝛼. Report performance vs. α for each task/horizon. 

3) Model complexity & latency — report parameter counts, inference time per sample (ms), and training time. 

If F-LSTM adds a small computational overhead, quantify it and show trade-offs. 

4) Robustness tests — noisy input, missing data (wind), adversarial attempts or spoofing variations (facial). 

Report degradation curves. 

5) Calibration & reliability — for probabilistic outputs, provide calibration plots (reliability diagrams), Brier 

score. For forecasting, include prediction intervals and coverage metrics (PI coverage probability). 

6) Significance — run paired tests over multiple runs; if data non-normal, use Wilcoxon signed-rank; report 

effect sizes (Cohen’s d). 

5.7. Future analysis 

1) Report mean ± std for each metric across 𝑁 independent runs (𝑁 ≥ 5). Include confidence intervals. 

2) Perform ablation on α and report per-layer 𝛼 if you allow trainable fractional orders. 

3) Include per-condition breakdowns (seasonality, speed range, pose/occlusion). 

4) Share code & seeds so results are reproducible; include hyper-parameter grid details in appendix. 

5) If you want, I can produce: (a) a LaTeX-ready table of the reported numbers, (b) plots (error-vs-horizon, 

ROC curves, calibration plots), or (c) an ablation table varying α — tell me which and I’ll generate them now. 

6. Conclusion 

By creating a unique framework for calculating global behavioral fingerprints of objects in a distributed manner, 

this research contributes to this context. In fact, modelling object interactions and evaluating activity correctness 
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with machine learning form the basis of traditional behavioral fingerprints. However, to fully adapt this 

paradigm to the IoT environment, the primary areas that need to be improved are scalability, privacy, and the 

inherent constraints of selected machine learning techniques.The behavior of a target contact is actually 

modelled by an object using only the information obtained from direct interactions in classical distributed 

fingerprinting approaches.  This view is limited, as it fails to account for services and messages sent to other 

neighboring nodes providing an incomplete image of the target. However, there may be serious privacy issues if 

global models are constructed using data from several node interactions with the target. 
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